
Access to the Internet is required. 

All written assignments must be in Microsoft-Word-compatible formats. 

See the library’s APA Style Guide tutorial for a list of resources that can help you use APA style. 
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FACULTY  

 

Faculty Name: Dr. Patrick I. Offor 

 

Contact Information:  

 Email: offorpatrick@cityu.edu  

 Phone: (931) 206-2472 

 

• Email is the best way to reach me, but do not hesitate to call if necessary. 

• I will respond to your email not later than (NLT) 24 hours (weekdays) or 48 hours 

(weekends). 

• I will grade your discussion board contributions, muddiest points, hands-on practices, 

knowledge checks, and team projects not later than (NLT) 3-5 days.  

 

 

COURSE DESCRIPTION 

Cybercrime has become a pervasive reality in society. Students in this course investigate the forms that 

cybercrimes can take and examine the factors that make victims vulnerable to cybercrimes. The course 

also looks at theories of criminology and how trends in the cyber environment impact them. 

Understanding cybercrime allows students to avoid and detect it, as well as minimize the impact of 

cybercrime on its victims and contribute to the investigation of cybercrimes. 

 

 

COURSE RESOURCES 

Required and recommended resources to complete coursework and assignments are available: 

 

Hitchcock, J. (2013). True Crime Online: Shocking Stories of Scamming, Stalking, Murder, and Mayhem. 

Medford, NJ: CyberAge Books. (ISBN: 9781937290306) 

 

Jaishankar, K. (2011). Cyber Criminology: Exploring Internet Crimes and Criminal Behavior. Boca 

Raton, FL: CRC Press. (ISBN: 9781439829509) 

 

Biegelman, M. T. (2013). Faces of Fraud: Cases and Lessons from a Life Fighting Fraudsters. Hoboken, 

NJ: John Wiley & Sons Inc. (ISBN: 9781118002742 ) 

 

Easttom, C. & Taylor, J. (2011). Computer Crime, Investigation, and the Law.  Boston, MA: Course 

Technology. (ISBN: 9781435455320) 

 

 

COURSE OUTCOMES 

In this course, learners: 

• Categorize and illustrate patterns of cybercrime. 

• Evaluate the political, psychological, social, economic, and other factors that motivate cyber 

criminals. 

• Enumerate and explain challenges in detecting, investigating and prosecuting cybercrime. 

• Describe techniques that individuals, organizations and governments can employ to prevent or 

reduce cybercrime. 

• Investigate the circumstantial, behavioral, pattern and other factors which affect cyber 

victimization. 

 

mailto:offorpatrick@cityu.edu
https://ebookcentral.proquest.com/lib/cityuseattle/detail.action?docID=1103405
https://ebookcentral.proquest.com/lib/cityuseattle/detail.action?docID=681295
https://ebookcentral.proquest.com/lib/cityuseattle/detail.action?docID=832574
https://ebookcentral.proquest.com/lib/cityuseattle/detail.action?docID=3136321
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CORE CONCEPTS, KNOWLEDGE, AND SKILLS  

• Apply routine activities theory to explain youth risk for cybercrimes. 

• Compare and contrast cyber and traditional stalking. 

• Compare overt and covert bullying. 

• Critique legal and policy approaches to cyber bullying. 

• Critique the effectiveness of responses by law enforcement, providers and others. 

• Critique the value of promoting adequate on-line lifestyle and downloading effective computer 

security. 

• Describe aspects of cyber stalking which allow it to become pervasive. 

• Describe cyber bullying. 

• Describe how criminals identify and pursue identities. 

• Describe methods and means for cyber money laundering. 

• Describe patterns of social network victimization of women. 

• Describe steps to limit danger from cyber initiated crimes. 

• Describe the agencies involved in the investigation and persecution of cybercrime. 

• Develop a program to reduce on-line victimization. 

• Diagram and explain the fraud triangle and diamond. 

• Differentiate between computer crime and cybercrime. 

• Discuss café culture and yahooboy culture in Nigeria. 

• Discuss how the Internet can be used to locate crime victims. 

• Discuss other cyber financial crimes. 

• Discuss social intervention and preventative measures for cyber stalking. 

• Discuss steps to mitigate vulnerabilities to cyber extortion and how to respond to attempts. 

• Discuss the demographics of typical cyber stalkers. 

• Discuss the mindset of a fraudster. 

• Discuss the motivations of hackers and the effect of motivations on avoiding secondary deviance. 

• Enumerate demographic groups more at risk for cyber stalking. 

• Evaluate the growth of cyber victimization of women in cyber space and in particular on social 

networks. 

• Evaluate the level of vulnerability to cyber extortion. 

• Evaluate the need for power, control and influence over the victim as a motivation for stalking. 

• Evaluate the psychological effects of identity theft that increase stresses on its victims. 

• Examine cultural effects and motivations for cyber vandalism. 

• Examine laws related to cyber stalking. 

• Examine methods that use cyberspace to prepare, execute and publicize physical crime. 

• Examine on-line lifestyle factors that contribute to victimization. 

• Examine reasons for the growth of abuse. 

• Examine school responses to reports of bullying and cyber bullying. 

• Examine techniques governments use to reduce incidence of money laundering. 

• Examine the factors responsible for computer-crime victimization. 

• Examine the implications of the Nigerian experience for other countries. 

• Examine the involvement of on-line video in criminal activities. 

• Examine the rise in sexual predators who prowl the Internet. 

• Explain aspects of cyber bullying that increase its insidiousness. 

• Explain the basics of fraud and perception over reality. 

• Explore attitudes about hackers and hacking and how perceptions affect hackers. 

• Explore factors that place youth in particular risk for on-line victimization. 
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• List factors that make youth susceptible to cyber bullying. 

• List three factors which can predict whether an individual is victimized, discuss them in 

computer-crime terms. 

• Model the stages of addiction for a virtual sexual offender. 

• Outline common Internet scams and frauds. 

• Outline four types of cyber stalkers. 

• Outline functions of digital guardians. 

• Outline major federal legislation pertaining to cybercrime. 

• Outline the relationship between on-line gambling and money laundering. 

• Provide an overview of steps to prevent identity theft. 

• Reframe the issues surrounding Internet Gambling and related problems. 

• Review and discuss the postulates of Space Transition Theory as an explanation of the 

phenomenon of cybercrimes. 

• Review cyber methods for building criminal teams. 

• Review examples and methods of cyber extortion. 

• Review methods pedophiles use to locate, groom and share victims. 

• Review the history of Computer Crime in America. 

• Review theories of fraud. 

• Steps through the processes and guidelines for managing evidence from cybercrimes. 

• Study current topics in cybercrime. 

• Understand issues with virtual currencies and money laundering and the potential effects on the 

virtual currencies. 

• Understand what victims are most at risk. 

 

 

OVERVIEW OF COURSE GRADING 

The grades earned for the course will be derived using City University of Seattle’s decimal grading 

system, based on the following: 

 

OVERVIEW OF REQUIRED 

ASSIGNMENTS 

% OF FINAL 

GRADE 
POINTS 

The Muddiest Point (MP) 5% 50 = 5 points * 10 modules 

Concept Test (CT) 5% 50  = 5 points * 10 modules 

Discussion Board (DB) 10% 100 = 10 points * 10 modules 

Virtual Lab (VL) 30% 300 = 50 points * 6 modules 

Knowledge Check (KC) 10% 100 = 10 points * 10 modules 

Research Paper (RP) #1 – Cyber Crime 

Investigation 
20% 200 = 200 points* 1  

Research Paper (RP) #2 – Fraud Case Study 20% 200 = 200 points* 1 

TOTAL 100% 1,000 points 

 

The following approaches are used for developing this course content: 

Assessment 

• Summative Assessment. https://en.wikipedia.org/wiki/Summative_assessment 

• Formative Assessment. https://en.wikipedia.org/wiki/Formative_assessment 

 

Classroom Assessment Techniques 

• The Muddiest Point. https://en.wikipedia.org/wiki/Classroom_Assessment_Techniques 

https://en.wikipedia.org/wiki/Summative_assessment
https://en.wikipedia.org/wiki/Formative_assessment
https://en.wikipedia.org/wiki/Classroom_Assessment_Techniques
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Active Learning. https://en.wikipedia.org/wiki/Active_learning 

• Flipped Classroom. https://en.wikipedia.org/wiki/Flipped_classroom 

• Just-in-time Teaching (JiTT). https://en.wikipedia.org/wiki/Just-in-time_teaching 

• Peer Instruction. https://en.wikipedia.org/wiki/Peer_instruction) 

 

 

Learning Theory 

• Learning-by-doing. https://en.wikipedia.org/wiki/Learning-by-doing 

• Project-Based Learning (PBL). https://en.wikipedia.org/wiki/Project-based_learning 

• Social Learning. https://en.wikipedia.org/wiki/Social_learning_(social_pedagogy) 

 

Evidence-Based Practice (EBP). https://en.wikipedia.org/wiki/Evidence-based_practice 

• Pair Programming. https://en.wikipedia.org/wiki/Pair_programming 

• Stand-up Meeting. https://en.wikipedia.org/wiki/Stand-up_meeting 

• Agile Software Development. https://en.wikipedia.org/wiki/Agile_software_development 

 

 

SPECIFICS OF COURSE ASSIGNMENTS  

The instructor will provide grading rubrics that will provide more detail as to how this assignment will be 

graded.  

 

The Muddiest Point (MP) 

Before class, students are required to finish the muddiest point activity. This activity is designed to 

stimulate student engagement in class. Also, the instructor uses feedbacks from the Muddiest Point in 

preparation for the classroom lecture to implement Just-in-Time Teaching (JiTT). This activity consists of 

writing a brief reflective essay (<= 50 words) in which students identify the most confusing part (i.e., the 

muddiest point) of the content covered in the upcoming module. If you do not have an MP, you can 

explain the most exciting aspect.  Also, students will answer one multiple choice question from the 

required reading to determine students’ grasp of core concepts. 

 

Components % of Grade 

Quality Participation: Meets requirements on time. 60% 

Writing: Is clear, concise, and grammatically correct. 20% 

Accuracy: Answers quizzes correctly. 20% 

TOTAL 100% 

 

Concept Test (CT) 

In class, students may be required to answer questions called Concept Tests, which allows peers to teach 

others, i.e., Peer Instruction. 1) The instructor poses a problem based on students' responses to their pre-

class reading. 2) Students reflect on the question. 3) Students commit to a definite answer. 4) Instructor 

reviews student responses without giving the correct answer to the students. 5) Students discuss their 

thinking and solutions with their peers. 6) Students then commit again to a specific answer. 7) The 

instructor back reviews responses and decides whether more explanation is needed before moving on to 

the next concept. Any participating students will earn their 100% grade. 

 

Components % of Grade 

Quality Participation: Meets requirements on time. 100% 

TOTAL 100% 

 

https://en.wikipedia.org/wiki/Active_learning
https://en.wikipedia.org/wiki/Flipped_classroom
https://en.wikipedia.org/wiki/Just-in-time_teaching
https://en.wikipedia.org/wiki/Peer_instruction
https://en.wikipedia.org/wiki/Learning-by-doing
https://en.wikipedia.org/wiki/Project-based_learning
https://en.wikipedia.org/wiki/Social_learning_(social_pedagogy)
https://en.wikipedia.org/wiki/Evidence-based_practice
https://en.wikipedia.org/wiki/Pair_programming
https://en.wikipedia.org/wiki/Stand-up_meeting
https://en.wikipedia.org/wiki/Agile_software_development
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Discussion Board (DB) 

All classes are required to use the Discussion Board. Participation through DB is an integral part of this 

course. It is defined as active engagement in a discussion or other activity. Instructors will determine the 

type of activities and their due dates; moreover, different DB activities will have different substance and 

length guidelines. The instructor will provide specific instructions to students. 

 

A discussion question or topic from the instructor appears weekly in the Discussion Board. Students post 

their answers and responses to two other students' ones in the DB by the end of each module. The DB is 

to help promote student to student engagement. The instructor may not respond to each posting. 

Questions or comments specifically for the instructor should be emailed directly to the instructor or 

posted in the Question and Answer Forum. Students who want to talk with other students about issues 

unrelated to the discussion forums should use the Coffee Talk Forum. 

 

Although the tone of your DB postings can be informal, your instructor will expect the content to be on a 

professional level. Your comments and questions for discussion should be clear and thoughtful, with 

correct grammar, spelling, and punctuation. As with written assignments, the quality of your discussion 

postings will be graded on both content and presentation. 

 

Components % of Grade 

Quality Participation: Meets requirements on time. 80% 

Writing: Is clear, concise, and grammatically correct. 20% 

TOTAL 100% 

 

Virtual Lab (VL)  

Students are expected to complete cloud-based labs that support the concepts taught within this course. The 

virtual labs deliver an online-based environment using cutting edge technology. Theses VLs provide a fully 

immersive mock system administration infrastructure enabling students to test their skills with realistic 

scenarios.  
  
The VLs involve the viewing of instructional documents and following step-by-step instructions. Activities 

are embedded within each lab. These activities present a challenge to complete. Each lab will be graded on 

accuracy and writing. The student has unlimited attempts at each lab to increase their accuracy and earn 

skills. Students are required to write their understandings and findings in their lab reports.  

 

• VL 1: Vulnerable Forum 

• VL 2: Session Stealing (Stored XSS) 

• VL 3: Crafting and Deploying Malware  

• VL 4: Using Active Directory in the Enterprise  

• VL 5: Signature Detection and Alerting an Admin  

• VL 6: IDS, SYSLOG, and NTP 

  

Components  % of Grade  

Accuracy: Answers questions correctly  80%  

Writing:  Is clear, concise, and grammatically correct.  20%  

TOTAL  100%  

    
Research Paper (RP) 

In the research paper, each student will use an instructor-approved topic relevant to the course. The paper 

must be no less than 3-4 pages, excluding the title and reference pages, using APA format, with at least 5 

recent, scholarly, peer-reviewed references. As in any scholarly writing, students should not merely copy 
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information from another author, but use evidence to support the contentions they have drawn from their 

findings and critically analyze related literature - each paper needs to be an analytical paper, not a 

summary of readings. 

 

Students must cite the sources of all ideas, facts, tables, images, figures, formulas and information used 

that are not their own, even if they have put the information into their own words. Failure to do so is 

plagiarism, even if the oversight is unintentional. Papers must be in compliance with the University’s 

academic integrity policy, as described in the university catalog. 

RP #1: Cyber Crime Investigation  

Students will investigate and create a timeline of a cybercrime using unsecured Wi-Fi. The students will 

select a cybercrime that has been in the news recently. The students will conduct an investigation through 

open sources and create a CSI-like timeline and investigation board. The students should add any 

comments needed to clarify the items for the instructor.  

 

All sources should be documented. 

 

RP #2: Fraud Case Study 

Each student will complete a case study evaluation on a corporate fraud case. The student will be sure to 

include an evaluation of the processes, procedures and other factors in the corporation which left it 

susceptible to fraud.  The student will provide recommendations for changes to increase the resistance of 

the company to future frauds.  The student may point out additional areas in which to company remains 

vulnerable. 

 

The case analysis will be done in a standard case study analysis format with a length of about 8-10 pages. 

 

Components % of Grade 

Structure:  Consists of the required report elements. 20% 

Content: Demonstrates critical analysis and synthesis of concepts. 60% 

Reference: Is pertinent to the topic and cited properly. 10% 

Writing: Is clear, concise, and grammatically correct. 10% 

TOTAL 100% 

 

Knowledge Check (KC) 

Students will complete weekly quizzes from the course content to reflect on what they have learned in the 

course. Completing all KCs will help ensure that you successfully master the concepts in this course. The 

best way for you to gain a thorough understanding of the underlying concepts is to apply those concepts 

to solve the quizzes. You should focus on the underlying principles, rather than just memorizing 

information.  

 

Components % of Grade 

Accuracy: Answers questions correctly. 100% 

TOTAL 100% 

 

 

COURSE POLICIES  

Late Assignments 

Students must strive to turn in their assignments on time. Approval for late assignment due to 

uncontrollable circumstances must be requested and approved prior to the due date, to be considered. 
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Participation 

A student can only achieve the core competences expected in this course through social presence 

(student-to-student interaction), teaching presence (student-to-teacher interaction), and cognitive presence 

(student-to-content interaction), as such students must strive to be active participants throughout the 

semester—see grading rubrics.  

 

Professional Writing  

Assignments require error-free writing that uses Standard English conventions and logical flow of 

organization to address topics thoroughly and concisely. CityU requires the use of APA style.  

  

UNIVERSITY POLICIES  

You are responsible for understanding and adhering to all of City University of Seattle’s academic 

policies. The most current versions of these policies can be found in the University Catalog linked to the 

CityU Website.    

  

Scholastic Honesty  

Academic honesty in students requires the pursuit of scholarly activity that is free from fraud, deception, 

and unauthorized collaboration with other individuals. You are responsible for understanding CityU's 

policy on academic honesty and adhering to its standards in meeting all course requirements. A complete 

copy of this policy can be found in the University Catalog in the section titled Scholastic 

Honesty under Student Rights & Responsibilities.   

  

Attendance  

Students taking courses in any format at the University are expected to be diligent in their studies and to 

attend class regularly.   

  

Regular class attendance is essential in achieving learning outcomes in the course and maybe a valid 

consideration in determining the final grade. For classes where a physical presence is required, a student 

has attended if s/he is present at any time during the class session.  For online courses, a student has 

attended if s/he has posted or submitted an assignment. A complete copy of this policy can be found in 

the University Catalog in the section titled Attendance Policy for Mixed Mode, Online and 

Correspondence Courses.   

  

 

SUPPORT SERVICES  

Disability Resources  

If you are a student with a disability and require an accommodation, please contact the Disability 

Resource Office as soon as possible. For additional information, please see the section in the University 

Catalog titled Students with Special Needs under Student Rights & Responsibilities.  

  

Library Services   

CityU librarians help you find the resources and information you need to succeed in this course. Contact a 

CityU librarian through the Ask a Librarian service, or access library resources and services online, 24 

hours a day, seven days a week.  

  

Smarthinking  

As a CityU student, you have access to 10 free hours of online tutoring offered through Smarthinking, 

including writing support from certified tutors 24 hours a day, seven days a week. Contact CityU's 

Student Support Center at help@cityu.edu to request your user name and password.  

  

 

http://cityu.edu/pdf/CityU_CourseCatalog.pdf
http://cityu.edu/pdf/CityU_CourseCatalog.pdf
http://cityu.edu/pdf/CityU_CourseCatalog.pdf
http://cityu.edu/pdf/CityU_CourseCatalog.pdf
http://cityu.edu/pdf/CityU_CourseCatalog.pdf
http://www.cityu.edu/library_ask.aspx
http://library.cityu.edu/
mailto:help@cityu.edu

