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Abstract 

Project management offices (PMOs) are increasingly central to driving strategic alignment and 

ensuring the successful execution of complex initiatives in the energy sector. As the industry 

transitions toward renewable energy, infrastructure modernization, and sustainability, PMOs play 

a vital role in addressing the risks linked to emerging technologies. The U.S. Department of 

Energy (DOE) identifies artificial intelligence (AI) as a catalyst for grid modernization and 

decarbonization, aligning with global perspectives that AI will transform project management. 

The problem this study addressed was the energy sector’s challenges in adopting AI to meet 

decarbonization targets due to cybersecurity risks. Cybersecurity is critical because of the 

sector’s role in national security, economic stability, and public safety. The purpose of this 

qualitative study was to explore how PMOs can help mitigate the cybersecurity risks associated 

with AI adoption during the transition to renewable energy. A qualitative methodology and 

exploratory case study design were utilized to examine the PMO’s role in addressing these risks. 

Building on prior research, this study applied an integrated framework, TAI-Cybersecurity PRM, 

which embeds context-based cybersecurity risk management into the TAI-PRM process. This 

framework provides a systematic approach to strengthening security posture when implementing 

AI technologies. The analysis drew on DOE reports on AI and cybersecurity, along with insights 

from experienced U.S.-based energy professionals recruited through purposive sampling. The 

research question guiding the study was: How can PMOs assist in mitigating cybersecurity risks 

when adopting AI during the transition to renewable energy in the energy sector? The findings 

were organized into five themes: Trustworthy AI, Context Understanding, Cybersecurity Risks, 

Risk Management, and the Project Management Office. From these, five categories of practice 

recommendations emerged: building trustworthy AI, applying a risk-based approach, mitigating 
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cybersecurity threats, increasing awareness of AI-related risks, and strengthening PMO 

engagement in AI adoption. These recommendations, grounded in existing research and the TAI-

Cybersecurity PRM framework, highlight PMOs’ strategic role in balancing innovation with 

security. Finally, opportunities for future research were identified, including expanding 

generalizability, addressing ethical and privacy risks, evaluating the impact of evolving AI 

regulations, and conducting quantitative studies to complement the qualitative findings. 
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Chapter 1: Introduction 

The concept of a project management office (PMO) is widely discussed in the literature. 

The Project Management Body of Knowledge defines a PMO as a management structure that 

standardizes project governance processes and facilitates sharing resources, knowledge, and tools 

(Project Management Institute, 2021). Many organizations in the energy sector increasingly rely 

on effective PMOs to drive reform, ensuring strategic alignment and successful project 

execution. PMOs play a crucial role in managing the complexity of large-scale projects, 

particularly as the sector shifts toward renewable energy sources, infrastructure modernization, 

and sustainability goals. Despite the widespread acceptance of the PMO concept, industry 

surveys reveal an average failure rate of 75% for PMOs, with 47% of practitioners viewing them 

as an overhead cost that adds bureaucracy while contributing little to the business value chain 

(Ershadi et al., 2021c). 

Mahabir et al. (2022) highlighted that ineffective PMO processes can hinder successful 

project delivery and emphasized the need for a gradual and sustainable approach to maturity. 

Similarly, the Energy Information Administration (EIA) emphasized the importance of a PMO 

development model to ensure effective project delivery. Icshan et al.'s (2023) study explored the 

roles and responsibilities of PMO leaders in Indonesia, revealing that many PMOs were not 

operating as intended, leading to project failures. They emphasized the importance of clearly 

defining PMO functions and responsibilities to enhance project success, as these ambiguities 

often caused inconsistencies in governance, resource management, and oversight.  

Ershadi et al. (2021a) examined the critical factors contributing to PMO success and 

recommended future research in PMO structuring and project management information systems. 

Almansoori et al. (2021) analyzed the characteristics influencing PMO practices in the 
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construction industry in the UAE. They called for future research to expand to other sectors to 

explore PMO’s influence on organizational success. Miller (2021) assessed and grouped the 

success factors in managing AI projects. Due to the study's dependence on a constrained 

literature pool at a particular moment, Miller proposed additional research to identify shared 

characteristics capable of adjusting to the changing dynamics of AI initiatives.  

Brandes et al. (2023) emphasized that, given the current climate crisis, leveraging AI to 

manage projects in the energy sector is essential, as the industry is adopting renewable energy 

technologies. The Department of Energy (DOE) envisions AI's role in modernizing the grid and 

achieving the decarbonization goal through renewable energy transformation projects. According 

to a survey of 2314 professionals from 129 countries conducted by Müller et al. (2024), 76% 

believe that AI will transform the management of projects. Renshaw (2023) testified to the 

House Energy Subcommittee about the role of AI in the energy sector while highlighting the 

concerns with data privacy and security and the lack of explainability.  

Artificial Intelligence (AI), the Internet of Things (IoT), and cloud computing are key 

enablers of Industry 4.0. However, since 2021, Industry 5.0 has gradually gained momentum, 

representing the next stage of industrial evolution (Vyhmeister & Castane, 2024). While 

leveraging the digital innovations and automation introduced by Industry 4.0, Industry 5.0 

focuses on a human-centric model, prioritizing resilience and sustainability. Vyhmeister and 

Castane (2024) analyzed project risk management concerning trustworthy AI requirements in the 

manufacturing sector and proposed further research for other industrial sectors. Therefore, there 

was a strong need for research on the role of PMOs in the AI adoption journey in the energy 

sector as the industry transitions to renewable energy technologies. 
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Statement of the Problem 

The problem this study addressed was the energy sector’s challenges in adopting AI to 

meet the decarbonization targets by 2030 due to cybersecurity issues. The United Nations’ 

Intergovernmental Panel on Climate Change (IPCC) report highlighted the critical need for 

substantial carbon emission reductions by 2030 to prevent the severe consequences of climate 

change (U.S. Net Zero Plan, 2024). In his written testimony to the U.S. House Energy & 

Commerce Committee, Renshaw (2023) discussed the pressing challenges of cybersecurity and 

data leaks in adopting AI within the energy sector. Cybersecurity is critical for the energy sector 

due to its pivotal role in national security, economic stability, and public safety (CISA, 2024). 

Energy infrastructure is increasingly becoming more digital and interconnected, making it a 

prime target for cyberattacks. Disruptions in the energy sector caused by cyberattacks can lead to 

devastating consequences, including blackouts and economic instability, directly impacting 

public safety. Ershadi et al. (2021a) analyzed theoretical PMO success domains in the 

construction industry and suggested that “…future research can contextualize the topic by 

exploring the impact of different industry specifications”. Ichsan et al. (2023) studied the role of 

PMO managers in Indonesian settings and recommended future research on the applicability of 

the role-based competency framework to other regions and sectors. Previous research on PMOs' 

influence on organizational success revealed the need for further study considering changing 

market conditions, more scrutinized regulatory requirements, the ongoing evolution of PMOs, 

and technological innovations. As the energy sector in the U.S. works to meet the National Grid's 

decarbonization targets, PMOs are expected to align strategically with organizational priorities. 

This research aimed to provide meaningful recommendations to organizational and PMO leaders 

in the energy sector to mitigate cybersecurity risks in adopting AI in renewable energy projects. 
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Purpose of the Study 

The purpose of this qualitative study was to explore how PMOs in the energy sector 

might assist in mitigating cybersecurity risks associated with AI adoption during the transition to 

renewable energy, as the industry works to meet its decarbonization goals. By examining 

industry-specific regulatory requirements, secure design requirements, project management 

maturity, PMO leadership, organizational structure, and service delivery mechanisms, this study 

provided insights into how PMOs could align with strategic business objectives, ensure 

sustainable benefits, and overcome challenges specific to the energy sector in the United States. 

A qualitative study design was utilized, and narrative data were collected and analyzed to 

comprehend the nuanced perspectives and experiences of PMO leaders, project managers, 

program managers, cybersecurity professionals, AI experts, and organizational leaders within the 

energy sector as the population for sample data. These were intended to represent the 

multifaceted nature of PMO practices, including project management maturity, leadership 

dynamics, organizational structures, and value delivery. An estimated sample size of 15 experts, 

or until data saturation occurs, was considered for this study. By exploring subjective viewpoints 

and contextual nuances, this study aimed to generate insights into how the energy sector in the 

United States can benefit from PMO practices in achieving decarbonization targets.  

Introduction to Conceptual Framework  

Vyhmeister and Castane (2024) considered the trustworthy AI-project risk management 

(TAI-PRM) framework, which integrated trustworthy AI requirements with project risk 

management to address ethical risks in AI adoption within the manufacturing sector. As the 

industry transitioned from Industry 4.0 to 5.0, with a focus on human-centric and sustainable  

approaches, this framework aligned with that shift. The trustworthy AI principles included 
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maintaining human oversight, ensuring technical robustness and safety, safeguarding privacy 

through data governance, promoting transparency in decision-making, fostering diversity, 

ensuring societal and environmental well-being, and enforcing accountability. The framework 

was based on Failure Mode and Effects Analysis (FMEA) and the ISO 31000 Risk Management 

standard.  

The FMEA method is a widely used risk assessment tool across industries, including 

technology, and is useful in managing trustworthy AI (TAI) risks.  It offered a holistic view by 

evaluating potential failures across the system, aligning with TAI’s focus on ethical and technical 

aspects. FMEA helped identify potential hazards by assessing their likelihood and impact, 

providing a structured approach to uncover hidden risks. It followed a systematic process, 

ranking risks by severity and developing strategies to address them consistently. Additionally, 

FMEA supported continuous improvement, allowing for ongoing monitoring and adaptation of 

risk strategies, which was crucial for maintaining ethical, transparent, and accountable AI 

systems over time (Vyhmeister & Castane, 2024). While the TAI-PRM framework effectively 

handled ethical risks, it did not address the cybersecurity risks of adopting AI systems.  

Melaku (2023) compared various cybersecurity frameworks, including NIST, COSO, 

COBIT 5, ITIL, and ISO 27005, noting their complexity. He considered a new context-based 

cybersecurity risk management framework that simplified the process by helping organizations 

identify vulnerabilities, assess potential impacts, and develop risk mitigation strategies to 

minimize those impacts. By understanding the organization's context, a company could 

effectively align its security risk management strategy with its overall risk appetite and tolerance, 

gaining a competitive advantage without impacting business continuity. This deeper 

understanding of the organizational context also provided insights into the critical IT systems 
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and business processes likely to be targeted, helping the company better prepare for potential 

threats (Melaku, 2023).  

Building upon this prior research work, this study considered an integrated framework 

known as the TAI-Cybersecurity PRM. As shown in Figure 1, this framework incorporated 

context-based cybersecurity risk management into the established TAI-PRM process. By doing 

so, it aimed to provide a comprehensive approach that enhances the overall security posture 

when implementing AI technologies and ensures that specific risks are systematically identified, 

assessed, and mitigated. Security is one of the key characteristics of trustworthy AI. This 

framework included several key steps: understanding the context, assessing cybersecurity risks, 

selecting risk mitigation options, estimating KPIs, updating interactions and requirements, and 

reviewing and implementing the strategy. In the context understanding phase, the cybersecurity 

risk management strategy was aligned with the organization's risk appetite and tolerance. During 

the risk assessment phase, security risks were identified, analyzed, and prioritized (Melaku, 

2023). Mitigation options were then chosen based on the organization’s risk appetite. In the KPI 

estimation, risk register, and monitoring phase, KPIs were tied to Trustworthy AI requirements. 

The update phase analyzed new interactions affecting system trustworthiness and adjusted risks 

accordingly. Finally, the risk mitigation strategy was implemented once all necessary updates 

had been made (Vyhmeister & Castane, 2024). 
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Figure 1  

TAI-Cybersecurity PRM Framework 

 

Note. This figure was independently developed by the researcher, Antony Amalraj, to represent 

the flow of the TAI-Cybersecurity PRM framework. 

Introduction to Research Methodology and Design (Nature of the Study) 

 This research study used a qualitative methodology and an exploratory case study design. 

The choice of this design was informed by its suitability for examining specific cases within 

industries and geographic regions, as well as its capacity to address real-life challenges while 

operating under time constraints (Yin, 2015). Previous research studies in the PMO context 

have exemplified the significance of leveraging a case study design. For example, Gomo et al. 

(2020) leveraged a case study design to explore the PMO's role in knowledge transfer. Their 

research in South Africa, centered on a single large organization, explored how the PMO enabled 

knowledge transfer within the company. Similarly, Ichsan et al. (2023) utilized a case study 

design to understand the roles of PMO managers in an Indonesian setting. Almansoori et al. 

(2021) utilized a case study approach to investigate the role of PMOs within the UAE 

construction sector.  
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The participants were recruited through purposive sampling. An estimated sample size of 

15 participants included PMO leaders, project managers, program managers, cybersecurity 

professionals, AI experts, and organizational leaders within the energy sector as the population 

for sample data. Recruitment involved contacting potential participants through Personal 

LinkedIn and the Project Management Institute (PMI) local chapter.  These platforms were 

frequented by professionals in the project management field, making them suitable for targeting 

individuals with relevant experience and knowledge. Specific eligibility criteria were established 

to ensure the selection of participants who met the study criteria. This included requirements 

such as having a minimum of 5 years of experience in the energy sector, employment at a U.S.-

based energy company, and holding a role as a PMO leader, Project Manager, Program Manager, 

Cybersecurity Professional, AI expert, or Organizational Leader. By targeting individuals with 

substantial experience and expertise in the field, the study aimed to capture insights from those 

well-versed in the challenges and dynamics of PMO operations within the energy sector.  

Before data collection began, participants were provided with detailed information about 

the study objectives, procedures, and their rights as participants. Informed consent was obtained 

from each participant, ensuring that they understood the purpose of the research and voluntarily 

agreed to participate. Participants' confidentiality was maintained by assigning pseudonyms or 

codes to anonymize their identities in research reports and publications. Interviews and published 

reports from the U.S. Department of Energy on AI and cybersecurity were utilized as data 

collection methods to investigate the problem. The qualitative instrument of a semi-structured 

interview guide was prepared. Data saturation was assessed by systematically reviewing and 

analyzing the collected data, identifying recurring patterns, and determining when thematic 

saturation had occurred (Yin, 2015).  



9 

 

 

Research Questions 

Research has shown that integrating TAI requirements into the risk management process 

enables the development and deployment of trustworthy AI systems in the manufacturing sector 

(Vyhmeister & Castane, 2024). This qualitative study aimed to explore how PMOs in the energy 

sector might assist in mitigating cybersecurity risks associated with AI adoption during the 

transition to renewable energy, as the industry works to meet its decarbonization goals. 

RQ1  

How can PMOs assist in mitigating cybersecurity risks when adopting AI in transitioning 

to renewable energy sources in the energy sector?  

Significance of the Study 

The ongoing climate crisis demands urgent and collective action from governments and 

organizations to achieve substantial carbon emission reductions by 2030. Transitioning to 

renewable energy and reducing carbon emissions is vital in the energy sector. However, progress 

is hindered by the sector’s slow adoption of AI due to significant cybersecurity concerns 

(Renshaw, 2023). Given the energy sector’s critical role in national security, economic stability, 

and public safety, it is increasingly becoming a prime target for cyberattacks (CISA, 2024). The 

integration of digital and interconnected infrastructure heightens vulnerability to these attacks, 

leading to potential risks such as blackouts, economic instability, and threats to public safety 

(Bailey et al., 2020). This study was significant as it addressed the intersection of cybersecurity, 

AI adoption, and project management in the energy sector. This domain was crucial to the global 

effort against climate change. By exploring how PMOs contributed to mitigating cybersecurity 

risks in the energy sector during its transition to renewable energy, this research offered insights 

into a strategic approach to ensure the sector’s security and resilience. The findings of this study 
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could be beneficial for energy organizations and PMOs seeking to enhance project management 

frameworks, implement effective cybersecurity strategies, and accelerate the adoption of AI 

technologies while striving to meet decarbonization goals.  

Definitions of Key Terms 

Trustworthy AI 

Trustworthy AI involves designing and implementing AI systems that are secure, 

reliable, ethical, transparent, and human-focused, and that protect privacy and data governance. 

It is grounded in seven fundamental principles: human agency and oversight, technical 

robustness and safety, privacy and data governance, transparency, diversity, non-discrimination 

and fairness, societal and environmental well-being, and accountability (Bedué & Fritzsche, 

2021; Vyhmeister & Castane, 2024). 

Project Management Office   

A project management office (PMO) is a centralized body within an organization that 

governs, supports, and standardizes project management practices across multiple projects. The 

PMO plays a crucial role in ensuring that projects are aligned with organizational objectives, 

adhering to best practices, and are completed on time and within budget (Project Management 

Institute, 2021, p. 211). 

Cybersecurity Risks 

Cybersecurity risks involve the potential loss of confidentiality, integrity, or availability 

of information, data, or information systems. These risks can adversely affect organizational 

operations (including mission, functions, image, or reputation), assets, individuals, other 

organizations, and even the nation (CSRC, n.d.). 
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Renewable Energy 

Renewable energy refers to energy derived from natural resources, such as bioenergy, 

geothermal, solar, wind, ocean, and hydropower. This form of energy contributes to sustainable 

development, enhances energy access and security, and supports economic and social resilience, 

prosperity, and a climate-resilient future (Renewables, 2024). 

Summary 

This dissertation explored how PMOs in the energy sector might assist in mitigating 

cybersecurity risks, while the industry works toward achieving its decarbonization goals through 

renewable energy projects. As the energy sector sought to adopt AI to enhance operational 

efficiency and reduce carbon emissions, it faced challenges related to cybersecurity risks. The 

results of this study could offer valuable guidance to energy organizations and PMOs aiming to 

strengthen project management frameworks, implement effective cybersecurity strategies, and 

accelerate the adoption of AI technologies in support of decarbonization efforts. Chapter 2 will 

discuss the literature review, outlining key theories and concepts related to TAI, cybersecurity 

risks, and PMOs.  
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Chapter 2: Literature Review 

The purpose of this qualitative study was to explore how PMOs in the energy sector 

might assist in mitigating cybersecurity risks associated with AI adoption during the transition to 

renewable energy, as the industry works to meet its decarbonization goals. The energy sector, 

responsible for 75% of global greenhouse gas emissions, is under immense pressure to reduce its 

carbon footprint (EIA, 2023). Key contributors included heavy reliance on fossil fuels, outdated 

infrastructure, and rising global energy demand (IPCC, 2023). To address this, the sector focused 

on transitioning to renewable energy sources such as wind and solar, enhancing energy 

efficiency through modernized infrastructure, and adopting decentralized systems and smart 

grids to optimize energy use (International Renewable Energy Agency (IRENA), 2023). 

According to 2023 energy usage data, 83% of the total energy consumption of 94 quadrillion 

BTU came from fossil sources, while 9% came from renewable energy sources (EIA, 2023). The 

U.S. DOE has launched an initiative to minimize greenhouse gas emissions through alternative 

sources. The IRENA estimates that an annual investment of $1.5 trillion is needed until 2030 to 

replace fossil fuels with renewable energy sources. This investment is critical for transitioning to 

a low-carbon energy system, which involves the large-scale deployment of renewable energy 

technologies, such as wind, solar, and hydroelectric power. Additionally, investments are 

required to enhance energy efficiency, develop advanced energy storage solutions, and upgrade 

grid infrastructure to accommodate the increasing share of renewable energy. These efforts, 

combined with innovative technologies like AI, are crucial for driving the shift toward 

decarbonization and achieving global climate goals. Renshaw (2023) highlighted the dual-edged 

nature of AI in cybersecurity, emphasizing the risk of AI-assisted cyberattacks and potential data 

leaks. Advanced AI systems could be exploited to develop sophisticated attacks, such as targeted 
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phishing campaigns, real-time deep-fake media manipulations, and enhanced hacking 

techniques. These threats highlighted the critical need for anticipatory governance and robust 

security protocols, especially as the proliferation of AI technologies increases their accessibility 

and misuse potential.  

The literature review leveraged a search strategy for identifying and analyzing relevant 

literature on mitigating cybersecurity issues with the adoption of AI in the energy sector. It 

integrated perspectives from trustworthy AI, cybersecurity frameworks, and project risk 

management. The review also investigated the strategic role of PMOs in addressing 

cybersecurity risks while supporting decarbonization goals. This included leveraging project 

management strategies to manage risks and enhance security during AI adoption. The structured 

approach culminated in meaningful recommendations for the energy sector to effectively 

navigate the AI adoption journey and achieve sustainable transformation. 

The current literature review explored the perspectives from Trustworthy AI, 

Cybersecurity Frameworks, and Project Risk Management.  Peer-reviewed scholarly articles 

relevant to these constructs were identified using the National University’s Roadrunner Library 

as the primary resource. The search strategy emphasized scholarly journals published between 

2020 and 2024, utilizing Boolean and phrase search techniques with key terms such as 

"Trustworthy AI," "PMO," "risk management," “renewable energy,” “decarbonization,” and 

"cybersecurity." Databases like EBSCOhost, Web of Science, ScienceDirect, ProQuest Central, 

Business Source Complete, and Google Scholar were employed to ensure a comprehensive 

search. The relevant recent articles from 2021-2025 were retrieved from the following journals: 

PM World, Project Management Journal, and International Journal of Project Management. The 

current project management standards, trends, and practices were referenced from the following 



14 

 

 

sources: https://www.pmi.org and https://scaledagileframework.com. To identify the literature 

gap and future research, search strings “literature’ and ‘gap” were used, along with reviewing 

limitations and future research directions from peer-reviewed scholarly articles. Reverse author 

searches were performed to determine if any further study was conducted on the unanswered 

research questions, and no evidence of further follow-ups on this specific research topic was 

found. If resources were unavailable, interlibrary loan requests were submitted. This thorough 

and systematic approach ensured the depth and relevance of the literature review. 

Conceptual Framework 

Energy organizations face challenges building Trustworthy AI, such as a lack of 

explainability, security and privacy concerns, biased models, and insufficient or inaccurate data. 

Despite these challenges, AI has presented several viable use cases in the energy sector, 

including predictive maintenance, load forecasting, wildfire risk evaluation, grid management, 

and cybersecurity (Renshaw, 2023). The evolution from Industry 4.0's focus on digitization and 

automation to Industry 5.0's emphasis on human-centric AI underscored the importance of 

human-machine collaboration in building trustworthy AI systems that enhance decision-making. 

Building trust in AI differed fundamentally from traditional technologies due to AI’s 

transformative potential to revolutionize business processes and decision-making (Bedué & 

Fritzsche, 2021). 

TAI-Cybersecurity PRM Framework 

The conceptual framework of this study was built on Trustworthy AI (TAI) requirements 

and cybersecurity risk management. By incorporating TAI considerations into cybersecurity risk 

management, organizations could effectively identify risks, develop mitigation strategies, and 

mitigate cybersecurity threats associated with adopting AI technologies in renewable energy 

https://www.pmi.org/
https://scaledagileframework.com/
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projects (Melaku, 2023; NIST, 2023; Vyhmeister & Castane, 2024). By understanding an 

organization’s strategic goals, security risk management priorities, and tactical and operational 

contexts, senior management could establish a comprehensive risk management strategy with an 

appropriate risk appetite while ensuring business continuity. 

The cybersecurity risk assessment process involves identifying, evaluating, and 

prioritizing cybersecurity risks. These risks are assessed using Failure Mode and Effects 

Analysis (FMEA), a methodology that systematically identifies how a system or process can fail, 

evaluates the impact, and prioritizes and mitigates potential failures. Risk responses are selected 

based on the organization’s risk appetite and include several options. Risk assumption involves 

agreeing to accept the assessed risks. Risk avoidance seeks to eliminate the sources of risk. Risk 

reduction focuses on implementing security controls to minimize risks, while risk planning 

involves managing risks through detailed mitigation plans. Risk transfer shifts responsibility for 

the risks to a third party (Melaku, 2023). The KPI estimation step connects TAI security 

considerations with monitoring strategies and potential failure modes. The subsequent Update 

Interactions and Requirements step identifies the potential risks of integrating AI assets. Lastly, 

the Review, Update, and Implementation step ensures that risk response strategies were 

adequately reviewed and refined. When no additional updates are needed, risk treatment options 

are applied to effectively address risks and maintain system integrity. (Vyhmeister & Castane, 

2024).  

Trustworthy AI. Trustworthy AI refers to artificial intelligence systems designed and 

operated in ways that uphold ethical principles, ensure safety and security, and maintain 

reliability throughout their lifecycle (Vyhmeister & Castane, 2024). The concept is critical to 
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maximizing societal benefits while minimizing risks. The foundational components of 

Trustworthy AI include: 

• Validation and reliability. 

• Safety. 

• Security. 

• Privacy. 

• Explainability and Interpretability. 

• Fairness with bias mitigation. 

• Transparency and Accountability. 

Validation and reliability form the basis for trustworthiness and apply to all other 

characteristics. Validation ensures that AI applications fulfill their intended use, while reliability 

ensures that functional requirements are consistently met without failure throughout the lifecycle 

of AI applications. Transparency and accountability are overarching principles that apply to all 

other characteristics (NIST, 2023). The increasing adoption of AI has brought attention to its 

potential issues, including security and data leaks. These concerns have driven efforts to develop 

"trustworthy AI," as advocated by the EU High-Level Expert Group on AI and the EU Artificial 

Intelligence Act. However, critics like Ryan (2020) argued that framing AI in terms of trust 

humanizes it unnecessarily and misuses the concept. Expanding on this critique, Dorsch and 

Deroy (2024) contended that while AI systems trained on appropriate datasets may exhibit 

reliability and appear trustworthy, true trust requires moral reasoning, a characteristic beyond the 

capability of AI systems. Thus, they emphasize distinguishing between technical reliability and 

the moral dimensions inherent in trust.  
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Each trustworthy AI requirement aims to reduce AI's risks and potential negative 

impacts. As a result, it is crucial to implement mechanisms that can identify and address these 

risks at every stage of the AI lifecycle. Vyhmeister and Castane (2024) examined strategies for 

incorporating TAI requirements within the manufacturing sector. They proposed a 

comprehensive framework that integrates TAI considerations with existing risk management 

practices, drawing on the ISO 31000 standard. This integration aims to ensure that AI 

applications in manufacturing are managed responsibly and in alignment with regulatory 

standards, while also addressing potential risks and ethical concerns. House (2023) outlines 

principles for the responsible development and use of trustworthy AI. These principles include 

promoting inclusive growth, respecting human rights and democratic values, ensuring 

transparency, safeguarding robustness and security, and establishing accountability across the AI 

lifecycle. It also provides guidance for national policies, advocating for investment in AI 

research, fostering inclusive ecosystems, and preparing for AI's impact on the labor market. 

Revisions reflect emerging challenges like generative AI, misinformation, and environmental 

sustainability while stressing the importance of international cooperation and interoperable 

governance. 

The application of AI is critical to achieving energy transition and has been widely 

utilized in areas such as cybersecurity, power system protection analysis, and simulation-based 

studies on smart grid protection (Meiser & Zinnikus, 2024). As the energy sector increasingly 

relies on AI to meet decarbonization goals, ensuring the trustworthiness of AI technologies 

becomes essential. To enhance trustworthiness, a model-centric approach aims to eliminate or 

minimize biases, while a data-centric approach focuses on analyzing the data used to train 

machine learning algorithms (Bhatt et al., 2024). The availability of large datasets is vital for 
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models to perform effectively, as even a well-designed model will produce suboptimal results 

when trained on insufficient data. Meiser and Zinnikus (2024) highlighted using synthetic data to 

improve the trustworthiness of AI by incorporating real-time scenarios, particularly in the energy 

domain, where replicating such scenarios is challenging or unethical. 

While AI systems can support and accelerate the energy transition, the sector faces 

significant barriers to adoption, including complexity, high costs, a lack of skilled resources, and 

rapid technological advancements (Jimenez & Gonzalez, 2022). Jimenez and Gonzalez (2022) 

also discussed using AI maturity measures across six domains in energy transition—AI 

readiness, forecasting, smart grids, asset management, planning and operation, and decision 

support systems—to evaluate the current state and identify gaps. Additionally, the president’s 

executive order underscores the importance of developing standards and guidelines for safe, 

secure, and trustworthy AI, calling for a plan to implement the DOE’s AI model and establish AI 

testbeds (House, 2023).  

Cybersecurity Risk Management. The energy sector is a primary target for cybersecurity 

attacks due to its critical role in supporting daily life, ensuring national security, and its extensive 

interconnectedness with other industries (CISA, 2024). As the energy sector relies on smart grid 

technologies to provide reliable, safe, and affordable energy, vulnerabilities in these 

interconnected systems make the smart grid prone to cybersecurity attacks (Bouramdane, 2023). 

The energy companies may operate smart grids in stand-alone or grid-tied mode, depending on 

the available infrastructure, operation goals, and regulatory requirements. In stand-alone mode, 

energy generation and distribution occur locally using renewable energy sources like solar and 

wind. In grid-tied mode, the smart grid is connected to the main power grid, which can use both 

fossil-based traditional and renewable energy sources. Cybersecurity challenges in energy 
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systems arise from the interconnected nature of devices, exposure to external networks, and the 

risk of malicious attacks on critical infrastructure. According to the International Energy Agency 

(IEA, 2024), cyberattacks on the energy sector have been escalating rapidly since 2018, peaking 

in 2022 amidst the Russia-Ukraine war. The average data breach cost in the sector during this 

period was estimated at $4.72 million USD. 

The common types of cyberattacks on smart grids are Denial of Service (DoS) attacks, 

Distributed Denial of Service (DDoS) attacks, Malware attacks, Phishing attacks, Insider threats, 

Man-in-the-middle attacks, Advanced Persistent Threats, Data Manipulation Attacks, Supply 

Chain attacks, SQL injection attacks, and Zero-day exploits (Bouramdane, 2023). DDoS attacks 

make the targeted systems inaccessible to legitimate users by stressing the smart grid's resources 

with a high volume of traffic, potentially causing service outages for end users (Roy, 2021). 

Distributed DDoS attacks are similar to DDoS but involve forming a botnet using multiple 

compromised devices. Malware attacks refer to infecting smart grid systems with viruses—self-

replicating programs attached to the smart grid's software, which can cause the system to 

malfunction and provide unauthorized access to threat actors; worms—stand-alone software 

programs that can impact smart grid devices, leading to system crashes and unauthorized usage; 

and ransomware, which encrypts and locks out the smart grid systems, demanding a ransom 

payment to restore access, disrupting business operations, causing reputational damage, and 

leading to financial loss. Trojan horses impersonate legitimate software and create backdoor 

access for threat actors, allowing malicious activities to occur. Botnets are created using a 

network of multiple compromised devices to perform coordinated attacks (Pepin et al., 2022). 

Keyloggers capture the keystrokes from infected devices, including login credentials and highly 

sensitive information. Spyware monitors and tracks smart grid operations without the knowledge 
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of legitimate users and uses the information to perform illegitimate and unethical activities (Li et 

al., 2024). Phishing attacks use deceptive techniques to trick users into believing messages are 

coming from trusted sources and asking for sensitive information, including login credentials, 

passwords, financial details, etc. Insider threats arise from internal authorized users, who 

knowingly or unknowingly compromise the grid's security. Man-in-the-middle attacks exploit 

vulnerable wireless networks, acting as a middleman without the knowledge of both parties and 

eavesdropping on and manipulating data. Advanced Persistent Threats aim to obtain critical 

information from targeted organizations using sophisticated technologies and disrupt energy 

operations (Akuffo-Badoo, 2023; Tharzeen et al., 2023). Data Manipulation Attacks alter data 

within the smart grid system, affecting grid security. Supply chain attacks leverage 

vulnerabilities in third-party software used in the smart grid to create backdoor access for 

malicious activities. SQL injection attacks exploit vulnerabilities in web-based applications 

within the smart grid to gain access to the database (Gowtham & B, 2021). Zero-day exploits 

target vulnerabilities in the components of smart grid systems before the vendor can release a 

patch for the affected software (Akello, 2024). 

AI-driven cyberattacks are a growing and sophisticated threat, transforming the landscape 

of cybercrime and warfare. These attacks enhance traditional methods like phishing, malware, 

and data manipulation attacks while also introducing new challenges, such as adversarial AI and 

the manipulation of AI models (Necula, 2023). AI-powered malware, such as polymorphic and 

metamorphic variants, can adapt and evolve to evade detection mechanisms, posing significant 

challenges to cybersecurity defenses. Phishing attacks are becoming more targeted and effective, 

leveraging AI to analyze data and create highly convincing messages. Additionally, AI enables 

more sophisticated botnets that are capable of launching coordinated, evasive, and evolving 
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attacks. These advancements amplify the risks to privacy, security, and societal stability. AI-

driven threats could lead to prolonged systemic failures, economic losses, disruption of 

emergency services, and even political instability through social media manipulation. The 

evolving nature of these threats highlights the urgency for enhanced cybersecurity mechanisms 

to address AI as both a tool for attackers and a force multiplier for defenders. 

Vulpe et al. (2024) categorized the impacts of AI into macro-level impacts—

globalization, pervasiveness, and transformation of the public sphere—and micro-level 

impacts—individualization and distribution of risks. Globalization of risks highlights how AI 

eliminates language barriers, enabling non-English-speaking threat actors from underdeveloped 

countries to target global victims. Pervasiveness refers to AI's ability to amplify threats, while 

the transformation of the public sphere addresses the social impacts of AI, including its influence 

on public opinion. The use of AI systems can undermine trust by generating misinformation and 

automating cybersecurity breaches. At the micro level, the individualization of risks shifts 

responsibility to individuals to manage AI-related risks despite the complexity of technology. 

Meanwhile, inequality in the distribution of risks emphasizes that cyberattacks often 

disproportionately target marginalized communities. Puthal and Mohanty (2021) analyzed the 

underlying model of AI and categorized cyberattacks into input and poisoning attacks. Input 

attacks are described as attacks that alter the system output, whereas poisoning attacks are 

tampering with the training model. They articulate the use of software assurance processes in 

mitigating cyber risks.  

To combat cybersecurity threats within the energy sector, the Energy Information Sharing 

and Analysis Centre (E-ISAC) was established in 1999, which supported the organizations with 

incident analysis, tools, and sharing of critical security information to address evolving 
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cybersecurity threats to the grid. The E-ISAC portal serves as the hub, enabling partner 

organizations to voluntarily and securely share and exchange information on security incidents 

(E-ISAC, 2024). Similarly, the European Energy Information Sharing and Analysis Centre (EE-

ISAC) was established to foster collaboration among organizations within the EU to enhance 

cybersecurity in the energy sector (Wallis & Leszczyna, 2022). This trust-based network 

provides a platform for ongoing support, identifying and assessing opportunities to strengthen 

technical leadership and improve actionable threat intelligence. 

Cybersecurity Risk Management (CRM) is a systematic approach to identifying, 

analyzing, and addressing cybersecurity threats and vulnerabilities within an organization to 

safeguard its assets and maintain resilience against cyberattacks (Lee, 2021). An effective CRM 

framework aligns with the organization's security objectives, policies, budgets, and resources 

while requiring strong commitment from top management. It incorporates processes like 

reporting, communication, and accountability into the overall risk management strategy. The 

NIST Cybersecurity Framework, NIST Cybersecurity Risk Management Framework, ISO/IEC 

27005:2018 Risk Management Framework, OCTAVE, IEC 62443, and NIST AI Risk 

Management Framework are available to support the energy sector in the cybersecurity risk 

management process (Melaku, 2023). All these frameworks use both security and compliance 

measures. 

NIST Special Publication 800-37 provides guidelines for managing security and privacy 

risks through technology-neutral process steps: Prepare, Categorize, Select, Implement, Assess, 

Authorize, and Monitor (Melaku, 2023). Organizations can adapt these steps flexibly to align 

with their specific objectives and security needs, such as executing the steps in a different order, 

combining tasks, or tailoring them as necessary (NIST, 2023). The Prepare step involves 
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conducting or updating organization-wide risk assessments, establishing a baseline for controls, 

prioritizing critical assets, developing a risk management strategy, creating a strategy for 

monitoring control effectiveness, and identifying and assigning key roles for executing the risk 

management framework. This framework emphasizes risk-based decisions based on an 

understanding of the security and privacy posture of information systems and the provision of 

common controls. The posture reflects the status of systems and resources based on available 

information assurance resources and the capabilities to manage security, comply with privacy 

requirements, and adapt to evolving risks. The Categorize step involves documenting system 

characteristics and categorizing the systems based on the potential impact of loss. In the Select 

step, controls are identified, control baselines are established, and a continuous monitoring 

strategy that aligns with the enterprise-wide risk management strategy is developed. During the 

Implement step, the selected controls are put into action. The Assess step validates the 

effectiveness of the controls in protecting the organization’s assets. The Authorize step ensures 

accountability for the security and privacy management plan by a senior management team 

member. Finally, the Monitoring step involves continuously monitoring and updating the 

security and privacy plan. 

ISO/IEC 27005 is part of the ISO 27000 series and serves as a standard offering guidance 

for managing information security risks. The 2018 version of ISO 27005 complements the 

principles defined in ISO 27001, providing a structured approach to implementing information 

security through risk management. It outlines key stages, including establishing the context, 

performing risk assessments, treating risks, accepting risks, communicating and consulting about 

risks, and conducting continuous monitoring and review. 
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OCTAVE (Operationally Critical Threat, Asset, and Vulnerability Evaluation) is a risk 

management framework for managing information security risks (Melaku, 2023). It was 

developed by Carnegie Mellon University's Software Engineering Institute (SEI) and is designed 

to help organizations identify, assess, and manage risks associated with their information assets. 

The methodology focuses on aligning security strategies with organizational objectives and 

ensuring that risk management is integrated into business processes. OCTAVE differs from 

traditional technology-focused assessments by emphasizing organizational risk and strategic, 

practice-based issues instead of technological and tactical concerns (SEI, 2023). OCTAVE 

enables organizations to make informed decisions about protecting critical information assets by 

evaluating their confidentiality, integrity, and availability risks. It incorporates all dimensions of 

risk—assets, threats, vulnerabilities, and organizational impact—into its decision-making 

process. This comprehensive view allows organizations to align their protection strategies with 

specific security risks. 

The NIST AI RMF is a risk management framework designed to address AI risks by 

minimizing negative impacts and maximizing potential benefits. It includes four main functions: 

map, measure, manage, and govern. The Map function establishes the context by outlining AI 

systems' purpose, applications, and positive and negative impacts. It categorizes AI systems by 

identifying the specific tasks supported by AI, comparing potential benefits and costs, and 

assessing the risks and benefits of each underlying component, including third-party software. 

Additionally, it considers the impacts on organizations, individuals, and society. The Measure 

function uses quantitative and qualitative methods to evaluate and monitor an AI system’s 

adherence to trustworthy characteristics. The Manage function prioritizes risks and identifies 

appropriate risk treatments, including strategies to maximize benefits and minimize negative 
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impacts. The Govern function establishes governing policies and procedures that align with legal 

and regulatory requirements for assessing and mitigating AI risks. Swaminathan and Banks 

(2023) highlighted accountability gaps in the NIST AI RMF and recommended leveraging joint 

accountability agreements to ensure clear ownership and responsibility in achieving trustworthy 

characteristics. Danks and Trusilo (2023) argued that the lack of AI standards may introduce 

risks associated with underlying AI components. 

In comparing these frameworks, ISO/IEC 27005 focuses on a holistic approach, while the 

NIST framework operates at a tactical level, and OCTAVE functions at a strategic level. ISO and 

NIST frameworks are suitable for organizations of any size, whereas OCTAVE is more 

appropriate for large organizations. Melaku et al. (2023) identified research gaps in existing risk 

management frameworks, noting that they are often too complex to implement, narrowly focused 

on specific applications or functions, and lack integration with NIST or ISO frameworks. The 

TAI-Cybersecurity PRM framework is proposed to address the research gap, integrating TAI 

requirements with a context-based cybersecurity risk management approach. 

Overview of Decarbonization 

 Decarbonization is the reduction of carbon emissions per unit of GDP linked to 

greenhouse gas (GHG) emissions and carbon intensity (Magyari, 2023). Several countries have 

committed to reducing carbon emissions by employing various strategies. Triani (2023) 

discussed the decarbonization approaches utilized by different countries, including Mexico, 

Russia, China, Sweden, and Bolivia. These countries are implementing diverse strategies to 

combat climate change and reduce carbon emissions. Mexico focuses on replacing fossil fuels 

with renewable energy, promoting electric vehicles, and reducing fertilizer use. Russia aims to 

expand renewable energy in the power sector, establish supportive policies, and develop 
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hydrogen production. China emphasizes transitioning to solar, wind, hydro, biomass, and nuclear 

power plants, advancing electric vehicles, and implementing an emissions trading system. 

Sweden invests in renewable energy and adopts carbon capture and storage technologies. Bolivia 

is working on a carbon tax mechanism, enhancing renewable energy capacities, and formulating 

policies for greenhouse gas mitigation. 

 Magyari (2023) conducted an explorative study analyzing the decarbonization strategies 

employed by the V4 countries: the Czech Republic, Hungary, Poland, and Slovakia. These 

nations have outlined long-term energy goals centered on renewable and nuclear energy 

development. Their strategies include integrating solar, wind, and biomass into the energy mix, 

modernizing energy systems, enhancing energy efficiency, and increasing the share of nuclear 

energy in electricity generation. They also emphasize transitioning coal regions, implementing 

smart grids, diversifying energy supplies, and developing infrastructure. Additionally, their plans 

focus on decarbonizing energy systems to make them clean, secure, decentralized, and 

interconnected while leveraging existing gas infrastructure for renewables and advancing district 

heating and cogeneration initiatives. 

 In the U.S., the DOE has published a roadmap outlining four key technological pillars for 

significantly reducing emissions across industrial subsectors: energy efficiency, industrial 

electrification, low-carbon fuels and feedstocks, and carbon capture, utilization, and storage 

(DOE, 2024a). Energy efficiency focuses on optimizing industrial processes. Industrial 

electrification emphasizes leveraging low-carbon electricity. Low-carbon fuels and feedstocks 

prioritize using hydrogen and biofuels: carbon capture, utilization, and storage aim to capture 

CO2 and repurpose it to create new products. The DOE (2024b) report highlighted the potential 

of AI in effective grid management, including planning, permitting, operations, reliability, and 
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resilience. However, it underscored the need to mitigate risks associated with these new AI use 

cases.  

Overview of AI 

Artificial Intelligence refers to creating machines capable of performing tasks that 

typically require human intelligence (McKinsey & Company, 2024). Over time, as shown in 

Figure 2, the field of AI has evolved from developing systems that replicate human behaviors to 

more advanced methodologies, including Machine Learning (ML), Deep Learning (DL), and 

Generative AI. ML uses algorithms to learn patterns from large datasets and make predictions. 

ML algorithms are categorized as supervised learning, where data is pre-cataloged; unsupervised 

learning, where data is not cataloged, and the system identifies patterns independently; semi-

supervised learning, which combines both pre-cataloged and uncatalogued data; and 

reinforcement learning, where algorithms are trained to learn from successes and failures. DL 

employs artificial neural networks modeled after neurons in the human brain to generate 

sophisticated insights. A recent innovation is Generative AI, which utilizes large neural 

networks, known as large language models, to create content such as text, videos, and images. 

These advancements highlight AI's growing capabilities and applications across various domains 

(Bellini et al., 2022). 

 

 

 

 

 

 



28 

 

 

Figure 2 

Evolution of AI 

 

Note. This figure was independently developed by the researcher, Antony Amalraj, to illustrate 

the evolution of AI. 

Generative AI transforms the energy sector by enhancing operational efficiency and 

decision-making through innovative applications. Rueda et al. (2021) studied the application of 

the WaveNet AI model to predict renewable energy production, while Alsayegh and Masood 

(2024) investigated leveraging AI for knowledge management using advanced agent architecture 

(AAA). Zhang et al. (2023) also discussed utilizing AI to optimize energy harvesting processes 

for sustainable energy solutions.  While AI models present promising opportunities to enhance 

business value, they pose significant risks, including cybersecurity threats, ethical dilemmas, 

privacy concerns, and intellectual property challenges. Shakeri et al. (2020) highlighted AI's 

ability to generate malicious code in cloud environments and create sophisticated phishing 

emails. Gupta et al. (2024) emphasized that threat actors can exploit generative AI vulnerabilities 
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to carry out social engineering and phishing attacks and deploy harmful payloads. Similarly, 

Humphreys et al. (2024) highlighted the potential risks of data poisoning, leaks, and 

manipulation linked to generative AI systems. 

Challenges in AI Adoption 

Siaterlis et al. (2022) analyzed 20 research projects in the manufacturing sector and 

identified key challenges in adopting AI. A lack of skilled resources in AI creates significant 

difficulties for organizations in maintaining and supporting complex AI applications. The 

absence of documented standards for developing, testing, and deploying AI-driven applications 

also introduces operational and security risks. Immature IoT technologies further hinder AI 

adoption, as many AI-driven applications rely on cloud technologies that are neither fully mature 

nor seamlessly integrated with existing systems like ERP and SCADA, raising additional 

security concerns. Moreover, poor data quality remains a critical barrier, as it directly impacts 

the performance and reliability of AI systems.  

Regona et al. (2022) reviewed 72 articles and identified key challenges in adopting AI 

within the construction industry. AI applications in this sector require constant algorithm training 

to identify patterns; however, the fragmented nature of the industry often results in data scarcity. 

High development, training, and maintenance costs make AI implementation expensive. 

Additionally, AI adoption requires a shift from traditional practices, which faces significant 

resistance from industry bodies. The non-standardization of construction projects further 

complicates AI integration. Other barriers include the need for costly AI expertise, concerns 

about data security, and unresolved ethical, moral, and legal issues. Lastly, AI's impact on 

traditional skills raises fears of job displacement, which hinders broader acceptance within the 

industry. Badi et al. (2022) conducted a research study involving 27 executives from the 
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healthcare sector in the UAE, utilizing both quantitative and qualitative methods. The study 

identified and prioritized five main categories as key challenges in adopting AI: accuracy, 

privacy and security, ethical barriers, interoperability, and control. 

Mobayo et al. (2021) conducted a quantitative research study in the energy sector in 

Nigeria involving 384 respondents. The study identified and ranked key challenges in AI 

adoption, including outdated power system infrastructure, limited cellular technologies, a lack of 

skilled resources, threats from cyberattacks, data quality issues, the absence of AI policies and 

regulations, security and privacy concerns, the complexity of AI models, and challenges in 

integrating AI with existing systems. Danish (2023) conducted a research study using a 

multidisciplinary approach to assess challenges in adopting AI in the energy sector. It 

categorized them into four dimensions: performance and cost challenges, security and privacy 

challenges, technical challenges, and social and ethical challenges. Ensuring data availability and 

quality is crucial, as AI systems require high-quality, well-structured data for accurate 

predictions. Privacy and security concerns arise from handling sensitive energy data, 

necessitating robust measures like encryption. The explainability of AI decisions remains 

challenging, especially for critical tasks requiring stakeholder understanding. Reliability issues 

emerge when training data or system testing is inadequate. Integrating AI systems with existing 

infrastructure demands significant changes, and high costs pose barriers for organizations. The 

lack of regulations and standards complicates compliance, while scalability is essential for large-

scale energy operations. Additionally, challenges such as real-time decision-making, 

performance evaluation, interoperability, adaptability to dynamic energy markets, and evolving 

regulations further complicate adoption. Ethical concerns, including bias, job displacement, and 

the need for transparency and human-in-the-loop mechanisms, underscore the multifaceted 
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complexities of implementing AI in energy systems. Challenges such as real-time decision-

making, performance evaluation, interoperability, adaptability to dynamic energy markets, and 

evolving regulations further complicate adoption. Ethical concerns, including bias, job 

displacement, and the need for transparency and human-in-the-loop mechanisms, underscore the 

multifaceted complexities of implementing AI in energy systems (Brandas et al., 2023; Ukoba et 

al., 2024) 

Risk Management Methodologies 

Risks are an inevitable aspect of any initiative and managing them effectively at every 

stage of the project lifecycle is essential to ensure the successful delivery of projects. A proactive 

approach to risk management minimizes potential threats and helps organizations capitalize on 

opportunities, enhancing overall project outcomes. Several industry-recognized methodologies 

have been developed to address the complexities of risk management, including IPMA, 

PRINCE2, TenStep, and PMI. Each of these methodologies provides a structured and systematic 

approach, equipping project managers with tools and techniques to identify, assess, and mitigate 

risks while maintaining alignment with organizational objectives and priorities. Jedrusik (2024) 

explored risk management based on established methodologies such as IPMA, PRINCE2, and 

TenStep in a qualitative research study involving 25 project managers. The study concluded that 

72% of respondents favored the IPMA methodology over others. The IPMA methodology 

incorporates quantitative and qualitative risk analysis and considers various risk response 

strategies, including avoidance, minimization, and passive and active acceptance. Additionally, 

the IPMA Competence Baseline organizes competencies into three domains: people, practice, 

and perspective. PRINCE2 proposes a five-step risk management process: identify, evaluate, 

plan, deploy, and communicate. In the identification step, risks and early warning indicators are 
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identified, while the evaluation step assesses overall risk weights in alignment with the risk 

tolerance levels established by organizational leadership. The planning step focuses on devising 

risk responses to mitigate or eliminate threats and maximize opportunities. The deployment step 

defines clear roles and responsibilities for risk management and implements the planned 

responses. Finally, the communication step ensures that progress on risk management is 

effectively shared with relevant stakeholders. Project Management Institute (2021), on the other 

hand, outlines seven risk management principles. These include achieving excellence in risk 

management by balancing the benefits and costs of risks, tailoring the risk management process 

to align with organizational priorities, aligning risk management with evolving strategies and 

governance, focusing on risks that directly impact organizational objectives, optimizing risk 

responses by effectively balancing exposures, costs, and benefits, fostering a proactive risk 

management culture, and continuously improving competencies to identify and manage both 

positive and negative risks influencing project success. 

The complexity of large-scale public projects, influenced by uncertain factors like 

climate, geology, technical challenges, and resource availability, significantly affects schedule 

management. For instance, Ethiopia's infrastructure projects face an average schedule delay of 

110%, while Norway’s large-scale government projects average a 10-month delay. Defense and 

communication projects have completion rates as low as 12–20%, with delays averaging 30–40 

months. Larger projects, such as hydropower developments, are particularly vulnerable, with 

delays averaging 32% (~18 months), as larger-scale projects pose more significant risks (Chen et 

al., 2024). These delays impact stakeholders by postponing anticipated benefits, disrupting plans, 

increasing costs, reducing productivity, and eroding profit margins and competitive advantages. 



33 

 

 

To assess and control risks, a variety of techniques and models, such as Program 

Evaluation and Review Technique (PERT), Analytic Hierarchy Process (AHP), System 

Dynamics, Structural Equation Modeling (SEM), network analysis, artificial intelligence, and 

Integrated Structured Modeling (ISM), have been developed and are currently in use. PERT, 

integrated with fuzzy set theory, is used to evaluate schedules and predict the probability of 

project completion based on various scenarios (R. Zhang et al., 2020). However, as this method 

relies on logical relationships between project nodes, it is challenging to evaluate complex 

systems. System Dynamics is a qualitative model that utilizes causal loop diagrams to estimate 

overall cost overrun risk. The AHP model focuses on factors that can be observed and quantified, 

whereas the SEM model is used for factors that cannot be directly observed (Kim et al., 2021; 

Taha et al., 2022). Bashir et al. (2023) leveraged weighted social network analysis to analyze the 

influence of risk factors. Cheng and Darsa (2021) employed artificial neural networks to rank 

risk factors and predict schedule delays. Egwim et al. (2021) integrated a random forest classifier 

with machine learning algorithms to predict schedule delays. Shoar et al. (2023) utilized the ISM 

model, which focuses on hierarchical structures, direct relationships, and correlations between 

variables, to identify key risk factors. Li et al. (2024) combined the ISM model with the Monte 

Carlo simulation model to analyze investment risks in clean energy projects.  

The complex nature of energy projects requires effective management of risks, including 

environmental, technological, regulatory, and economic risks. Salami (2025) proposed a multi-

criteria decision-making methodology (MCDM) for assessing risks in energy projects. The 

FMEA method is widely used to prioritize failure modes and develop preventive actions in 

manufacturing, engineering, and healthcare. Fault Tree Analysis (FTA) uses tree diagrams to 

deduce failure modes and identify associated root causes, particularly in the energy and chemical 
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industries. The Bowtie Risk Assessment method, commonly applied in healthcare and aviation, 

is designed to analyze the causes and effects of high-level hazardous events. Hubbard and 

Seiersen (2023) highlighted the importance of quantitative assessments in improving decision-

making processes to enhance security. Despite the availability of traditional risk assessment 

models, they often fail to adapt to the unique operational constraints of Industrial Control 

Systems (ICS). Integrating AI and machine learning is increasingly necessary to address this gap 

and strengthen ICS cybersecurity. 

The modern trend in the energy sector utilizes innovative technologies such as ICS, 

Digital Twins, and the Internet of Things (IoT). ICS plays a critical role in the energy sector and 

is key to its critical infrastructure. The increasing integration of ICS with other energy systems, 

combined with the convergence of Information Technology (IT) and Operational Technology 

(OT) systems, exposes the energy sector to significant cybersecurity risks due to vulnerabilities 

in ICS systems (Shikhaliyev, 2024). Digital Twins represent a transformative technology in the 

energy sector, enabling the optimization of grid operations, anomaly detection, asset life 

evaluation, and failure prediction (Ismail et al., 2024). However, manipulating Digital Twins in 

renewable energy sources can result in production inefficiencies or even system outages (Saeed 

et al., 2024). The Internet of Things (IoT) devices are widely used in the energy sector to 

interconnect sensors, IT, and OT systems. These devices collect vast amounts of data, enabling 

real-time monitoring, predictive analytics, and automated control, which improve efficiency, 

reduce costs, and enhance sustainability in energy systems (Jiang et al., 2022). However, 

vulnerabilities in IoT devices, such as weak authentication, insecure communication protocols, 

and outdated firmware, can be exploited by hackers, potentially causing operational disruptions 

(Bakshi et al., 2024). 
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Bello and Hassan (2024) examined the impact of geopolitical risks on renewable energy 

consumption in 20 OECD countries over the period 1970 to 2022. Their findings emphasized the 

need for strategic actions to enhance renewable energy adoption and decarbonization efforts. 

They recommended promoting peaceful coexistence among countries and regions to facilitate the 

transition to clean energy, implementing policies to reduce pollution and CO2 emissions to 

support renewable energy deployment, and encouraging economic development and 

globalization. According to the study, open and growth-oriented economies play a crucial role in 

driving the shift toward renewable energy, highlighting the importance of global cooperation, 

effective environmental policies, and economic reforms in addressing climate change. The 

growing complexity of large-scale projects, particularly in the energy sector, underscores the 

need for continuous adaptation to emerging technologies and market dynamics. Integrating 

advanced systems such as ICS, Digital Twins, and IoT highlights both the opportunities and 

vulnerabilities introduced by technological advancements, emphasizing the importance of 

cybersecurity in modern project management. 

Role of Project Management Offices  

Several research studies in the PM literature have discussed the role of PMO in project 

success. Silvius (2021) articulated that the role of the PMO as the custodian of project 

management standards and practices within organizations ensures that project planning, 

prioritization, and execution align with organizations’ strategic priorities. Ershadi et al. (2021b) 

discussed the role of PMO in sustaining procurement management through strategic analysis and 

goal-setting processes. Sandhu et al. (2019) proposed these new PMO roles: strategic 

management and organizational learning. They argued that these PMO roles could improve the 

project-delivering capability of PBOs and develop effective business ecosystems. Wu and Zhu 
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(2020) articulated the need for having an executive role as Chief Project Officer (CPO), as PMOs 

lack the authority to carry out the projects end-to-end. They cite the growing popularity of 

project management, increasing project complexity, and the number of project management 

practitioners as the rationale for the need for executive-level presence.  

Sandhu et al. (2019) compiled a list of the following PMO functions for the different 

types of PMOs: defining core processes, supporting project selection, prioritization, and project 

management systems, maintaining knowledge artifacts, tracking, and monitoring end-to-end 

project delivery, and sharing organizational information. Khafri et al. (2022) studied the cause 

and effect of PMO functions and reported that establishing PMO structure and functions is the 

most effective function.  In their study, Ershadi et al. (2021c) reported that risk management, 

tracking project benefits, status reporting, governance, and introducing project management tools 

are the top functions. Ichsan et al. (2023) reported that knowledge management, strategic 

alignment, governance, supporting role, innovation, and organizational and project performance 

enablers are the PMO functions. De Brito and De Medeiros Júnior (2021) argued that integrating 

projects, business units, and project personnel, establishing communication channels to 

communicate project status to the stakeholders, and standardizing tools and techniques are the 

key PMO functions.  

Barbalho and Da Silva (2021) analyzed the effect of the following critical success factors 

on PMO’s success: project management maturity, stakeholder support, adoption of project 

management best practices, PMO leadership, and technical expertise. Their study found that 

stakeholders' support and adopting project management best practices success factors 

significantly affected PMO’s success. However, the study could not confirm the effect of other 

success factors, such as project management maturity and PMO leadership and technical 
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expertise, on PMO’s success. Paton and Andrew (2019) categorized the factors affecting PMO 

success into three groups. They are resource management, project management, and 

organizational culture. In the resource management category, inconsistent PMO resources, 

inexperienced PMO and project leadership, poor strategies, and lack of training are listed as the 

top-ranked factors affecting PMO success. Simultaneously, in the project management category, 

project ownership conflict, ineffective communication strategy, lack of senior management 

support, and administrative overhead are the most important factors affecting PMO success. In 

the organizational culture, resistance to change, ineffective change management, and lack of 

working organizational culture are the high-ranked factors. Ntshwene et al. (2022) examined the 

following factors as the driving forces for organizations to invest in establishing a PMO. They 

are project failures, lack of documentation on project transactions, unmanaged and repetitive 

project tasks, ineffective communication, lack of defined business objectives, inadequate 

processes and templates, and insufficient resource optimization.  

Khafri et al. (2022) discussed the different levels of PMO maturity and their effect on the 

PMO status. Project control is the first level of PMO maturity, where the project management 

maturity is at the initial level, and the PMO is involved in developing the processes. The second 

level is process control, where the processes are defined and at the repeatable level. The third 

level is process development and support, where the PMO actively pursues process 

improvements. The fourth level is the managed level, and the fifth is strategy, where the project 

management maturity is at the optimization level. Fernandes et al. (2021) discussed three PMO 

maturity stages: basic, intermediate, and advanced for managing R&D projects. PMI & PWC 

(2021) developed a global PMO maturity index with five elements: governance, integration and 

alignment, processes, people, technology, and data. Domingues and Ribeiro (2023) compared 
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various project management maturity models: prado project management maturity model 

(PMMM), kerzner project management maturity model (KPMMM), organizational project 

management maturity model (OPM3), PM Solutions project management maturity model 

(PSPMM), and favored OPM3 as it measures maturity level across projects, programs, and 

portfolios.  

Philbin and Kaur (2020) discussed the following four perspectives on measuring PMO 

performance: financial, customer, internal business processes, learning, and growth. They 

analyzed the key performance indicators (KPI) for each operational perspective. The financial 

perspective included the following KPIs: the financial value of projects awarded, the financial 

value of proposals submitted, and the financial value of PMO-managed projects. The customer 

perspective included these KPIs: the number of resources involved in creating proposals, the 

number of resources involved in project delivery, and the number of new projects launched by 

the PMO. The internal process perspective focused on tracking process improvements and 

standard operating procedures. The learning and growth perspective focused on tracking the 

number of trainings and external presentations. Philbin and Kaur (2020) articulated that data 

collection concerning project management and social dimensions are important factors in 

designing and operationalizing scorecards to measure PMO performance. Almansoori et al. 

(2021) discussed leveraging the cost performance index, schedule variance index, cost variance 

index, project contribution margin, and complete performance index as the key performance 

indicators to measure PMO performance. Mahabir and Pun (2022) suggested the following 

performance metrics: enterprise reporting, project managers’ adherence to processes, project 

managers’ skills improvement, governance structure, and communications. 
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Summary 

The main objective of this qualitative research study was to explore how PMOs in the 

energy sector could help mitigate cybersecurity risks associated with AI adoption during the 

transition to renewable energy, as the industry strives to meet its decarbonization goals. The 

literature review leveraged TAI-Cybersecurity PRM as the guiding framework, which integrated 

Trustworthy AI considerations and cybersecurity risk management, and explored scholarly 

literature related to barriers to AI adoption, risk management methodologies, and the role of 

project management offices in mitigating cybersecurity risks during the AI adoption journey. 

Chapter 3, Research Methods, discusses the study's research design, methodology, data 

collection procedures, and data analysis techniques. 
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Chapter 3: Research Method 

The problem addressed in this study was that the energy sector had challenges adopting 

AI to meet the decarbonization targets by 2030 due to cybersecurity issues. In his written 

testimony to the U.S. House Energy & Commerce Committee, Renshaw (2023) discussed the 

pressing challenges of cybersecurity and data leaks in adopting AI within the energy sector. The 

energy sector, responsible for 75% of global greenhouse gas emissions, is under immense 

pressure to reduce its carbon footprint (EIA, 2023). The United Nation’s IPCC report highlighted 

the critical need for substantial carbon emission reductions by 2030 to prevent the severe 

consequences of climate change (U.S. net zero plan, 2024). The purpose of this qualitative study 

was to explore how PMOs in the energy sector might assist in mitigating cybersecurity risks 

associated with AI adoption during the transition to renewable energy, as the industry works to 

meet its decarbonization goals. 

The overarching intent of this study was to explore how PMOs in the energy sector might 

assist in the AI adoption journey, as the industry faces cybersecurity challenges while leveraging 

AI to accelerate its decarbonization goals through renewable energy projects. Given the energy 

sector’s critical role in national security, economic stability, and public safety, it is increasingly 

becoming a prime target for cyberattacks (CISA, 2024). The PMO plays a key role in ensuring 

that projects align with organizational objectives, manage risks effectively, and are completed on 

time and within budget. Silvius (2021) highlighted the PMO's role as the custodian of project 

management standards and practices within organizations, ensuring that projects are planned and 

executed in alignment with the organization's strategic priorities. The qualitative methodology 

and exploratory case study design were selected for their suitability in examining the specific 

case of the PMO’s role in mitigating cybersecurity risks during the adoption of AI to facilitate 
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the transition to renewable energy sources within the energy sector. This qualitative study 

addressed the research question: "How can PMOs assist in mitigating cybersecurity risks during 

the implementation of AI in the transition to renewable energy sources within the energy 

sector?". 

Research Methodology and Design (Nature of the Study) 

The qualitative research approach was selected over the quantitative approach for this 

study, as it explores the mitigation of cybersecurity challenges in the AI adoption journey within 

the energy sector by drawing on the real-life experiences and knowledge of experts. This method 

utilized open-ended questions to generate deeper understanding, whereas the quantitative 

approach focused on investigating cause-and-effect relationships and confirming or disproving 

assumptions through hypothesis testing (Bloomberg & Volpe, 2018). 

The qualitative methodology and exploratory case study design were selected for this 

research study. The choice of this design was informed by its suitability for examining specific 

cases within industries and geographic regions, as well as its capacity to address real-life 

challenges while operating under time constraints (Yin, 2015). The case study design offered 

several strengths, including fostering a deep understanding of the topic, capturing diverse 

perspectives to gain a holistic view of the problem, and enhancing the validity and reliability of 

the findings. By collecting rich, detailed data from real-life contexts, this approach generated 

robust insights to address the research problem (Bloomberg & Volpe, 2018). The evidence-based 

nature enhanced the credibility of the research findings and their applicability to practical 

settings within the energy sector.  

The significance of leveraging a case study design was underscored by Gomo et al. 

(2020) in their exploration of the PMO's role in knowledge transfer. In their study, conducted in 
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South Africa, the researchers focused on a single large organization, delving into how PMOs 

facilitate knowledge transfer within the organization. Similarly, Ichsan et al. (2023) leveraged a 

case study design to explore the role of PMO managers, restricting their study to PMO 

practitioners in Indonesia. Focusing on this context, the researchers examined the unique 

challenges and strategies PMO managers utilize in the Indonesian setting. Ichsan et al. gained a 

deeper understanding of PMO managers' multifaceted responsibilities and decision-making 

processes through qualitative data collection methods such as interviews and observations. 

Ershadi et al. (2021b) utilized a case study design to investigate the effects of PMOs in the 

construction industry. Their study, which focused on construction projects in Iran, sought to 

understand how PMOs contribute to project success and organizational performance. By 

conducting in-depth interviews with project managers, PMO staff, and other stakeholders, 

Ershadi et al. (2021a) explored the various roles and functions of PMOs in construction projects, 

shedding light on their impact on project outcomes. 

A phenomenological research design is well-suited for exploring a group's subjective 

experiences and behaviors influenced by a discernible event (Bloomberg & Volpe, 2018). 

However, Bloomberg and Volpe (2018) highlighted that time plays a crucial role in 

phenomenological inquiry, requiring researchers to fully immerse themselves in the research 

environment to grasp the essence of participants' experiences. For instance, Watkins and Denney 

(2021) utilized a phenomenological approach in their study on stakeholder engagement, spanning 

multiple years, to capture the evolving dynamics. Similarly, Denney (2020) leveraged a 

phenomenological approach to investigating risk management practices in project management 

over a period of time. Although phenomenological research design provides valuable insights 
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into individual experiences and perceptions, it was unsuitable for addressing the research 

problem, which focuses on a specific case within the energy sector (Creswell & Poth, 2018).  

Grounded theory focuses on generating a theory based on data derived from research 

participants' perspectives (Bloomberg & Volpe, 2018). Bloomberg and Volpe (2018) emphasized 

that this approach works backward from data to theory generation and is not suitable for studying 

a specific case. Sithambaram et al. (2021) utilized a grounded theory approach to capture key 

issues in agile projects across multiple industries. Therefore, a qualitative case study design 

methodology was selected for this research study. 

Population and Sample 

The study targeted PMO leaders, project managers, program managers, cybersecurity 

professionals, AI experts, and organizational leaders within the energy sector as the population 

for sample data. The following eligibility criteria must be met to participate in the study: 

• Age 18 or older. 

• At least 5 years of experience in the energy sector. 

• Employment at a U.S.-based energy company. 

• Hold a role as a PMO leader, Project Manager, Program Manager, Cybersecurity 

Professional, AI expert, or Organizational Leader. 

Since the study focused on the role of PMOs in AI adoption within the energy sector, the 

targeted population was appropriate for the research. 

The participants were recruited through purposive sampling. Since purposive sampling 

effectively selects participants with specialized expertise in the study area, this method was 

preferred. An estimated sample size of 15 experts, or until data saturation occurs, was considered 

for this study. Recruitment involved reaching out to potential participants through Personal 
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LinkedIn and the Project Management Institute (PMI) local chapter. By targeting individuals 

with substantial experience and expertise in the field, the study captured insights from those 

well-versed in the challenges and dynamics of PMO operations within the energy sector. 

Materials and Instrumentation 

The study employed materials and instrumentation to enhance the depth and accuracy of 

data collection. The inclusion of documentary materials along with other data collection methods 

improved the reliability and validity of the findings (Bloomberg & Volpe, 2018). Additionally, 

incorporating a triangulation mindset by utilizing publicly available U.S. DOE reports on AI and 

cybersecurity throughout the research process strengthened the study’s credibility by ensuring 

that multiple perspectives and sources contribute to a comprehensive analysis (Yin, 2015). 

Materials 

 The study considered both elicited and extant materials. Elicited materials involved both 

research participants and the researcher in producing data, whereas extant materials were pre-

existing sources that the researcher could not influence (Bloomberg & Volpe, 2018). The study 

included the following elicited materials: journals, interview transcripts, and audio recordings. 

Additionally, the following extant materials, which were publicly available reports produced by 

the U.S. DOE, were considered: 

• Potential Benefits and Risks of Artificial Intelligence for Critical Energy Infrastructure 

(U.S. Department of Energy, Office of Cybersecurity, Energy Security, and Emergency 

Response, 2024). 

• Advanced Research Directions on AI for Science, Energy, and Security (Carter et al., 

2023). 

• Cybersecurity Baselines for Electric Distribution Systems and DER (NARUC, 2025). 
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Instruments 

The study utilized a semi-structured interview guide as a qualitative instrument to gather 

information from the participants regarding their experiences, perspectives, and insights specific 

to PMO’s role in the AI adoption journey in the energy sector. Interview protocols serve as tools 

to guide, customize, and standardize the interview process, ensuring that key areas of 

information are consistently gathered from each participant (Billups, 2021). Billups (2021) 

further articulated that these protocols facilitate the acquisition of detailed and precise insights 

from participants while allowing for flexibility and adaptability in data collection. 

To develop this instrument, the tenets of the TAI-Cybersecurity PRM framework were 

utilized, along with insights from the literature review on trustworthy AI recommendations, 

challenges in AI adoption, the selection of risk management methodologies, and the role of 

project management offices. The interviews enabled the collection of rich data and in-depth 

insights to address the research question. The interview guide (see Appendix A) included warm-

up questions and eight complex, open-ended questions designed to gain deep insights from 

experts. The interview lasted 30–45 minutes. Before beginning, after confirming the participant’s 

eligibility, the consent letter was reviewed with the participants. Once the participants’ consent 

was reviewed, agreed upon, and signed, the interview commenced. All study participants were 

asked the same questions. 

Field testing was conducted to ensure the credibility and dependability of the data 

collected and to align with the Belmont principle of beneficence. The field test involved two 

experts from the energy sector who hold roles as PMO Leaders, Project Managers, Program 

Managers, Cybersecurity Professionals, AI Experts, or Organizational Leaders, each with at least 

5 years of experience in a U.S.-based energy company. Additionally, a NU dissertation team 
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member reviewed the draft interview questions. Based on their feedback, the interview questions 

were revised accordingly. These experts did not participate in the actual interviews or provide 

answers to the interview questions. Therefore, a separate Institutional Review Board (IRB) 

review was not required for the field test. The interview questions were structured as follows: 

• The first four questions focused on cybersecurity risk management in the AI adoption 

journey within the energy sector. 

• The next three questions explored the PMO’s role in mitigating cybersecurity risks during 

AI transformation. 

• The final question sought expert recommendations on strengthening the PMO’s role in 

mitigating cybersecurity risks in AI adoption within the energy sector. 

These questions were carefully selected to provide rich data that addressed the research 

question regarding the role of PMOs in mitigating cybersecurity risks in AI adoption within the 

energy sector. Member checking was utilized to ensure the interview transcripts' trustworthiness. 

Study Procedures  

Recruitment of participants who met the eligibility criteria was conducted through the 

National University’s IRB-approved posts on the PMI local chapter and the researcher’s personal 

LinkedIn sites. Purposive sampling was used to recruit eligible participants. The steps for 

participant recruitment were as follows: 

1. Obtained National University’s IRB approval for the newsletter and LinkedIn posts. 

2. Once approval was secured, posts were published on the researcher’s personal LinkedIn 

and the PMI local chapter’s newsletter. The posts contained information for interested 

participants to contact the researcher. 
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3. Interested participants who met the eligibility criteria received an informed consent 

agreement. 

4. Eligible participants read, completed, and signed the informed consent agreement. 

5. Participants’ information and the signed informed consent agreement were stored 

securely on a password-protected researcher’s computer.  

The interview guide served as the primary data collection instrument for this study. Semi-

structured interviews with open-ended questions were developed to encourage detailed 

responses. By asking open-ended questions and probing for deeper insights, the study aimed to 

uncover valuable perspectives on the research topic (Creswell & Poth, 2018). The data collection 

process followed these steps: 

1. Obtained National University’s IRB approval for the proposed research study. 

2. Once approval was secured, the researcher conducted a field test with two experts and 

refined the interview questions as needed. 

3. With participants’ permission, audio recordings of the interviews were conducted. 

4. Automated transcription was performed using Microsoft Teams. 

5. Conducted interviews with the eligible participants using the revised interview guide. 

6. Securely stored the audio recordings and transcriptions on the researcher’s password-

protected computer. 

Data Analysis 

The data analysis process began after collecting data from semi-structured interviews 

with a sample of 15 participants until data saturation occurred. Participants held roles as PMO 

leaders, project managers, program managers, cybersecurity professionals, AI experts, or 

organizational leaders and had at least 5 years of experience in a U.S.-based energy company. 
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NVivo qualitative analysis software is designed to help researchers organize, analyze, and 

interpret large volumes of unstructured data. The interview transcripts and the U.S. Department 

of Energy’s reports on AI and Cybersecurity (see Appendix E) in the energy sector were 

uploaded into NVivo, where they were organized, categorized, coded, and queried. The data was 

then systematically analyzed to identify key patterns and emerging insights, ensuring alignment 

with the research question.  

The study leveraged both deductive and inductive strategies. Deductive strategies were 

used to organize and align the research with the research question, while inductive strategies 

helped derive meaningful insights from the collected data (Admin, 2024). Influenced by the 

bracketing methods discussed by Thomas and Sohn (2023), the study employed reflexive 

journaling to eliminate researcher bias. Informed by Belotto’s (2018) data analysis methods, the 

study used structural coding to label the interview transcripts related to the research question. 

Secondary labels included mitigated cybersecurity risks, unmitigated cybersecurity risks, AI 

adoption challenges, PMO services, and PMO maturity. Additionally, a descriptive coding 

method was used to capture the essence of the participants' responses. 

To ensure trustworthiness, the study incorporated member checking and triangulation 

validation techniques, as informed by Bloomberg and Volpe (2018). Member checking involved 

sending the interview transcripts and themes to the participants within one week after the 

interview. Triangulation was performed by comparing audio recordings, interview transcripts, 

journals, and publicly available reports from the DOE. In this study, the researcher’s role was to 

adopt an insider perspective, seek to discover and understand participants' experiences, bring 

their own perspective, and actively engage in the research process (Bloomberg & Volpe, 2018). 
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Assumptions  

The study was based on four key assumptions. First, participants would provide truthful 

responses and avoid personal biases. For example, if participants hold biases against their 

organizational culture or PMO, they were assumed to still offer honest responses based on their 

own experiences. Second, participants were expected to be knowledgeable and capable of 

providing meaningful insights into the research topic. They were assumed to have relevant 

expertise and experience in PMO, AI, and cybersecurity risk management. Third, the data 

collection instrument designed for the study was expected to yield rich data and a deep 

understanding of the subject. The semi-structured interview guide was assumed to facilitate in-

depth discussions, thereby enhancing the study’s findings. Fourth, the TAI-Cybersecurity PRM 

framework was assumed to be appropriate for addressing cybersecurity risks in AI adoption 

within the energy sector.  

Limitations 

The study aimed to explore the role of PMOs in mitigating cybersecurity risks during the 

AI adoption journey in the energy sector. Its focus was limited to a single case, and participants 

were restricted to professionals working in U.S.-based energy organizations, which limited 

generalizability. The research was confined to cybersecurity risks and did not address other risks 

associated with trustworthy AI. Future research could expand into other industries and explore 

broader risks beyond cybersecurity. Additionally, the researcher’s senior leadership roles in 

energy companies, personal interest in the research topic, and participants' preconceptions or 

emotional connections to the research problem could have introduced research bias. To mitigate 

this research bias, memo writing, a bracketing method, was leveraged during data collection to 

maintain objectivity. 
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Delimitations 

The study utilized purposive sampling to target eligible participants from a specific 

population. While this technique effectively recruited participants with specialized expertise who 

met the eligibility criteria, it could have introduced selection bias since the researcher was 

responsible for recruitment (Bloomberg & Volpe, 2018). A small sample size was selected, 

which was suitable for an exploratory study, but limited the representation of the broader 

population and reduced generalizability. Additionally, eligible participants were interviewed 

only once, which could have resulted in responses that did not fully capture their experiences. 

Additionally, participants could modify their responses if they knew they were being studied or 

observed, a phenomenon known as the Hawthorne Effect (James & Vo, 2010). The study utilized 

pseudonyms or codes to anonymize their identities to minimize this. 

Ethical Assurances 

Before data collection began, participants received detailed information about the study’s 

objectives, procedures, and rights. Informed consent was obtained from each participant, 

ensuring they understood the purpose of the research and voluntarily agreed to participate (Hu & 

Chang, 2017). To maintain confidentiality, pseudonyms or codes were assigned to anonymize 

participants' identities. Additionally, audio recordings and transcripts were securely stored and 

accessible only to authorized research personnel (Yin, 2015). Breaks were provided during 

interviews to minimize potential discomfort during data collection (Hu & Chang, 2017). 

Summary 

The study explored the role of PMO in mitigating cybersecurity risks during the adoption 

of AI in the energy sector. This exploratory research utilized a qualitative case study design, 

chosen for its suitability in examining specific cases within industries and geographic regions 



51 

 

 

and its ability to address real-life challenges under time constraints (Yin, 2015). Purposive 

sampling was selected for its effectiveness in generating deep insights from eligible participants 

with specialized knowledge in the study area. The population sample for the study included 

PMO leaders, project managers, program managers, cybersecurity professionals, AI experts, and 

organizational leaders within the energy sector. A semi-structured interview guide was used as a 

qualitative instrument to gather participants' experiences, perspectives, and insights regarding the 

PMO’s role in AI adoption in the energy sector. 

Before data collection began, informed consent was obtained from interested participants. 

National University’s IRB approval was secured for the study. The memo writing bracketing 

method was used to mitigate researcher and participant bias. Member checking was used to 

validate participants' responses, enhancing the trustworthiness of the study. Audio recordings and 

interview transcriptions were securely stored and restricted to authorized research personnel. 

NVivo software was used for qualitative analysis. Chapter 4 will present the study's findings, 

including data analysis and interpretations of the collected data. 
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Chapter 4: Findings  

The Project Management Body of Knowledge defines a Project Management Office 

(PMO) as a management structure that standardizes project governance processes and facilitates 

sharing resources, knowledge, and tools (Project Management Institute, 2021). Many 

organizations in the energy sector increasingly rely on effective PMOs to drive reform, ensuring 

strategic alignment and successful project execution. PMOs play a crucial role in managing the 

complexity of large-scale projects, particularly as the sector shifts towards renewable energy 

sources, infrastructure modernization, and sustainability goals. Brandes et al. (2023) emphasized 

that, given the current climate crisis, leveraging AI to manage projects in the energy sector is 

essential as the industry is adopting renewable energy technologies. According to a survey of 

2314 professionals from 129 countries conducted by Müller et al. (2024), 76% believe that AI 

will transform the management of projects. Renshaw (2023) testified to the House Energy 

Subcommittee about the role of AI in the energy sector while highlighting the concerns with data 

privacy and security and the lack of explainability.  

The problem this study addressed in this study is that the energy sector had challenges 

adopting AI to meet the decarbonization targets by 2030 due to cybersecurity issues. The United 

Nations’ IPCC report highlighted the critical need for substantial carbon emission reductions by 

2030 to prevent the severe consequences of climate change (U.S. net zero plan, 2024). In his 

written testimony to the U.S. House Energy & Commerce Committee, Renshaw (2023) 

discussed the pressing challenges of cybersecurity and data leaks in adopting AI within the 

energy sector. Cybersecurity is critical for the energy sector due to its pivotal role in national 

security, economic stability, and public safety (CISA, 2024). Energy infrastructure is 

increasingly becoming more digital and interconnected, making it a prime target for 
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cyberattacks. Disruptions in the energy sector caused by cyberattacks can lead to devastating 

consequences, including blackouts and economic instability, directly impacting public safety. 

Ershadi et al. (2021a) analyzed theoretical PMO success domains in the construction industry 

and suggested that “…future research can contextualize the topic by exploring the impact of 

different industry specifications”. Ichsan et al. (2023) studied the role of PMO managers in 

Indonesian settings and recommended future research on the applicability of the role-based 

competency framework to other regions and sectors. Previous research on PMOs' influence on 

organizational success revealed the need for further study considering changing market 

conditions, more scrutinized regulatory requirements, the ongoing evolution of PMOs, and 

technological innovations. As the energy sector in the U.S. works to meet the National Grid's 

decarbonization targets, PMOs are expected to align strategically with organizational priorities. 

This research aimed to provide meaningful recommendations to organizational and PMO leaders 

in the energy sector to mitigate cybersecurity risks in adopting AI in renewable energy projects. 

The purpose of this qualitative study was to explore how PMOs in the energy sector 

might assist in mitigating cybersecurity risks associated with AI adoption during the transition to 

renewable energy as the industry works to meet its decarbonization goals. By examining 

industry-specific regulatory requirements, secure design requirements, project management 

maturity, PMO leadership, organizational structure, and service delivery mechanisms, this study 

provided insights into how PMOs could align with strategic business objectives, ensure 

sustainable benefits, and overcome challenges specific to the energy sector in the United States. 

The qualitative methodology and exploratory case study design were selected for their suitability 

in examining the specific case of the PMO’s role in mitigating cybersecurity risks during the 

adoption of AI to facilitate the transition to renewable energy sources within the energy sector.  
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The research analysis focused on publicly available DOE reports on AI and 

cybersecurity, as well as responses from qualified research participants with at least 5 years of 

experience in U.S.-based energy companies. These participants held roles such as PMO leaders, 

project managers, program managers, cybersecurity professionals, AI experts, and organizational 

leaders. The goal was to explore the role of PMOs in the AI adoption journey within the energy 

sector. Chapter 4 represents the overall findings of this research study. It is organized by the 

following research question addressed, the trustworthiness of the data, the results, the evaluation 

of findings, and a summary. 

Trustworthiness of the Data 

To establish trustworthiness, the principles of credibility, transferability, dependability, 

and confirmability were utilized in the research process. Credibility was ensured through 

prolonged engagement with the data, member checking, and triangulation to validate 

interpretations and findings. Transferability was addressed by providing detailed descriptions of 

the research context, methods, and data analysis procedures, and purposive sampling of 

experienced professionals from the energy sector. Dependability was ensured through 

transparent documentation of the research process and the data analysis methods. Confirmability 

was achieved through triangulation, audit trail, and maintaining transparency in the research 

process.  

Credibility 

To ensure the credibility of data collection and findings, the study utilized prolonged 

engagement with the research topic and data, member checks, field testing, triangulation, and 

purposive sampling to select study participants. Eligibility criteria were established, which 

included a minimum of 5 years of experience in the energy sector, employment at a U.S.-based 
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energy company, and holding a role as a PMO Leader, Project Manager, Program Manager, 

Cybersecurity Professional, AI Expert, or Organizational Leader. These participants had 

extensive experience in the energy sector, cybersecurity, AI, and project management. Their 

knowledge and experiences provided valuable insights into the research topic. 

Field testing was conducted to enhance the credibility of the data collection process and 

to align with the Belmont principle of beneficence. The field test involved two senior leaders 

from the energy sector, with 30 and 14 years of experience, respectively. These individuals held 

roles as Chief Information Security Officer (CISO) and Director of Enterprise Security PMO, 

and possessed expertise in AI, cybersecurity, PMO, and project management. Additionally, a 

member of the NU dissertation team reviewed the semi-structured interview questions to ensure 

alignment with the research objectives. Member checks were utilized to validate the 

interpretation of findings, and triangulation was achieved by incorporating published Department 

of Energy (DOE) reports on AI and cybersecurity in the energy sector. 

Dependability 

Dependability was achieved through a clearly documented and transparent research 

process, along with systematic data analysis methods. Field notes and interview transcripts were 

securely preserved for a planned retention period of three years. A semi-structured interview 

guide was used to ensure that all 12 participants were presented with the same set of questions, 

and their responses were analyzed and compared for similarities and differences among 

participants. Field Testing and Triangulation were utilized to enhance the dependability of the 

data collected and analyzed. To protect participants' confidentiality, all responses were 

anonymized. 
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Transferability  

In qualitative research, transferability refers to the development of context-specific 

findings that can be meaningfully applied to broader settings, while preserving the richness of 

the original context (Bloomberg & Volpe, 2018). In this qualitative study, transferability was 

supported through purposive sampling, thick description, and the provision of detailed 

information about the research topic and process. Purposive sampling included participants from 

the U.S. energy sector who had 5 or more years of relevant experience. These experts possessed 

substantial knowledge of the research topic. Participants were provided with comprehensive 

descriptions of the study’s purpose, scope, and methodology to ensure informed and meaningful 

engagement. Field testing was conducted with two industry experts and a member of the 

dissertation team to validate the relevance and clarity of the research instrument. As a result, the 

findings may be applicable not only within the U.S. energy sector but also in other geographic 

regions and industries pursuing AI adoption. 

Confirmability 

Confirmability refers to the extent to which the findings and interpretations are clearly 

grounded in the collected data and analysis, rather than being influenced by the researcher’s 

personal biases or perspectives (Bloomberg & Volpe, 2018). Confirmability was achieved 

through triangulation, audit trail, and maintaining transparency in the research process. A secure 

Microsoft Teams environment was provided to allow participants to share their responses 

directly and freely. All 12 participants were presented with the same set of field-tested interview 

questions, and the resulting transcripts were reviewed and validated to ensure accuracy and 

consistency. Interview transcripts and the U.S. DOE reports on AI and Cybersecurity (see 

Appendix E) in the energy sector were archived to enhance the transparency of the research 
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process. Additionally, audit trail and triangulation strategies were utilized to further ensure 

confirmability. 

Data Saturation 

Data saturation in qualitative research is the point at which newly collected data adds 

little or no additional insight to the research context. Data saturation was assessed by 

systematically reviewing and analyzing the collected data, identifying recurring patterns, and 

determining when thematic saturation occurred. Since all participants were from the same energy 

industry in the United States, saturation was reached after interviewing 12 participants. 

Results 

The results of this qualitative exploratory case study were derived from semi-structured 

interviews conducted with 12 participants, as well as an analysis of the U.S. Department of 

Energy’s (DOE) reports on AI and cybersecurity (see Appendix E). To ensure a relevant and 

robust sample, participants were selected from the energy sector based on their knowledge and 

experience related to the research topic. Eligibility criteria were established, requiring 

participants to have a minimum of 5 years of experience in the energy sector, current 

employment at a U.S.-based energy company, and a professional role as a PMO Leader, Project 

Manager, Program Manager, Cybersecurity Professional, AI Expert, or Organizational Leader. 

The participants were categorized by their roles and areas of expertise (see Table 1). The 

participants' responses, along with the analysis of the U.S. Department of Energy’s reports on AI 

and Cybersecurity (see Appendix E), were synthesized into five key themes (see Table 2).  
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Table 1 

Participants Categorized by Role and Area of Expertise 

Participant 

code  

Role  Years of 

experience 

Area of expertise  

P1  

 

Cybersecurity Leader >5 Years Cybersecurity, Program 

Management, Project 

Management  

P2 Organizational Leader >5 Years Cybersecurity, AI, Project and 

Program Management 

P3 Cybersecurity Leader >5 Years Cybersecurity, AI, Project and 

Program Management, PMO 

P4 Organizational Leader >5 Years Cybersecurity, AI, Project and 

Program Management, and PMO 

P5 Cybersecurity and Project 

Mgmt. Professional  

>5 years Cybersecurity, Project and 

Program Management, and PMO 

P6 Organizational Leader >5 Years Cybersecurity, AI, Project and 

Program Management 

P7 PMO Leader >5 Years Cybersecurity, PMO, Project and 

Program Management 

P8 Organizational Leader >5 Years Cybersecurity, AI, PMO, Project 

and Program Management 

P9 Organizational Leader >5 Years Cybersecurity, AI, PMO, Project 

and Program Management 

P10 Organizational Leader >5 Years Cybersecurity, AI, Project 

Management 

P11 Organizational Leader >5 Years Cybersecurity, AI, PMO, Project 

and Program Management 

P12 Organizational Leader >5 Years Cybersecurity, AI, Project 

Management 
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Table 2 

Participants’ Responses Organized by Themes 

Theme Definition 

Trustworthy AI 

 

 

Trustworthy AI refers to artificial intelligence systems 

designed and operated in ways that uphold ethical 

principles, ensure safety and security, and maintain 

reliability throughout their lifecycle. 

Context Understanding 

 

 

Context understanding refers to the process of 

identifying an organization’s critical systems and 

business processes and aligning its security risk 

management strategy without compromising business 

continuity. 

Cybersecurity Risks 

 

 

 

Cybersecurity risks are defined as the effect of 

uncertainty on or within information and technology. 

They refer to the loss of confidentiality, integrity, or 

availability of information, data, or information systems, 

and reflect potential adverse impacts to the organization. 

Risk Management 

 

 

Risk management is the systematic process of 

identifying, analyzing, and responding to risk factors 

throughout the lifecycle of a project, with the goal of 

minimizing negative impacts and maximizing potential 

benefits. 

Project Management Office 

(PMO) 

 

The Project Management Office (PMO) is a management 

structure that standardizes project-related governance 

processes and facilitates the sharing of resources, tools, 

techniques, and methodologies across the organization. 

 

RQ1  

How can PMOs assist in mitigating cybersecurity risks when adopting AI in transitioning 

to renewable energy sources in the energy sector?  

Theme 1: Trustworthy AI. In defining and implementing Trustworthy AI requirements, 

participants reported that their organizations were setting up AI governance bodies with 

representation from legal, IT, cybersecurity, enterprise risk management, and other key 

stakeholders to oversee the use of AI technologies within the organization, updating existing 
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policies to account for the responsible use of AI, and training end users on the responsible use of 

AI technologies. P2 said, “Similar to our existing cybersecurity training and acceptable use 

policies for internet and data usage, we now also include AI standards and acceptable use 

guidelines related to AI technologies.” P8’s responses aligned with the establishment of an AI 

governance body, AI policies, an AI Risk Management Framework (AI RMF), and AI controls, 

but sharply pointed out that the adoption of AI is ad hoc and operates in the shadow of IT. P8 

also emphasized that, “…NIST AI RMF may help [organizations] implement trustworthy AI and 

OWASP's Top 10 List for managing non-human identities (NHI) that come when implementing 

agent-based AI and Agentic AI-driven tools.” 

P6 stated that the organization is using third-party AI tools and services that were 

designed and tested using Trustworthy AI principles. P10 remarked, “We’re shifting toward 

enabling innovation while managing risk, rather than just saying no and hoping people comply.” 

The Department of Energy (DOE) report R1 noted that, due to the highly impactful 

consequences of energy system failures, AI methods and systems must be validated and verified 

throughout the lifecycle of data and model development. Report R1 also highlighted that “AI 

must account for and characterize the uncertainties in measurement data and forecasts when 

making decisions and certify that it is resilient to interference.” 

Theme 2: Context Understanding. Participants clearly noted that while AI technologies 

offer significant benefits, they also expand the organizational risk surface, necessitating a risk-

based approach to manage these risks effectively. P8 stated, “It [AI-driven Information and 

Communication Technology (ICT) systems] also introduces cybersecurity, regulatory, and 

compliance risks, making the need for strong governance paramount.” P6 told, “Unlike 
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traditional technologies that are often centrally controlled, AI tools can be accessed and used 

more widely across an organization, which increases the risk surface.”  

P9 emphasized that tasks such as threat management, threat monitoring, and endpoint 

monitoring, which typically require significant human effort, can be enhanced by AI to deliver 

faster, deeper, and more accurate results. However, the use of AI could inadvertently increase the 

attack surface that must be actively monitored. The Department of Energy (DOE) Report R2 

highlighted that while AI adoption in the energy sector can support the modernization of 

integrated energy delivery systems, improve reliability, and reduce energy costs, it also 

introduces challenges such as scalable computing due to system complexity, data privacy risks, 

and the need to manage uncertainties inherent in energy systems. Report R2 recommended that 

“distribution system owners and oversight bodies should use a risk-based approach to determine 

which assets are most critical to adopt the cybersecurity baselines.” 

Theme 3: Cybersecurity Risks. Participants emphasized that AI technologies differ 

significantly from traditional technology stacks, introducing new risks such as model poisoning, 

data leakage, data sensitivity, and data privacy concerns. These risks require a robust risk 

management framework to effectively manage and govern AI use. Additionally, respondents 

highlighted the ongoing need for human oversight and interaction when integrating AI into 

transformation projects. P3 noted, “Trusting AI systems too deeply, without appropriate checks 

and balances, can pose serious risks [in the energy sector’s context, as it affects daily operations 

and the lives of millions].” P8 stated, “Organizations must contend with cybersecurity risks [such 

as model poisoning, model bias, data sensitivity, data leakage, etc.] and the rogue use of AI tools, 

which may have a negative impact within [organizations] due to poor governance”.   
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The U.S. Department of Energy (DOE) Report R3 grouped AI-related risks in the energy 

sector into four major areas. Unintentional failure modes of AI refer to issues such as skewed 

model outputs caused by limited or poor-quality sensor data, inaccurate predictions during 

unforeseen events, misalignment between AI system design and organizational goals due to 

insufficient human oversight, and increased energy consumption driven by the use of large AI 

models. Adversarial attacks against AI are distinct from traditional cybersecurity threats, as they 

exploit the data-driven nature of AI systems. These include poisoning attacks that tamper with 

training data to induce faulty behavior, evasion attacks in which adversarial inputs closely 

resemble valid data to manipulate outputs, such as producing incorrect energy pricing, and data 

extraction attacks where sensitive information about energy infrastructure is retrieved. Hostile AI 

applications involve malicious use of AI, such as leveraging model inference to strengthen 

cyberattacks on energy infrastructure or deploying AI techniques to evade cybersecurity 

defenses. Finally, the compromise of the AI software supply chain occurs when adversaries 

exploit vulnerabilities in AI development and deployment processes, using compromised 

components as entry points to infiltrate and disrupt energy systems. 

Theme 4: Risk Management. Participants outlined that their organizations are 

leveraging cybersecurity risk management frameworks such as NIST and MITRE ATT&CK, 

tailoring them to meet their specific organizational needs to effectively manage and govern 

cybersecurity risks. There was broad agreement among participants on using NIST as a strong 

foundational framework for developing risk management processes. P11 noted, “Looking ahead, 

we may incorporate the NIST AI Risk Management Framework into future assessments, 

especially when involving third-party vendors or when AI becomes more integrated into our 

operational landscape.” P10 stated, “It is important to remember, NIST is a framework, not a 
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rulebook. You use it to assess what applies to your organization and where your priorities lie.” 

P8 added, “I’d recommend the use of the NIST AI RMF to apply tailored best-practice 

cybersecurity controls for AI implementation projects.”  

The U.S. Department of Energy (DOE) Report R2 highlighted that, “While current 

defense techniques are not mature enough to guarantee security against sophisticated attacks, 

potential risks can be mitigated through a range of best practices including training, data 

curation, access controls, and human supervision.” Additionally, the DOE report R2 

recommended 21 priority cybersecurity baselines for the secure management of assets, accounts, 

networks, and suppliers, measures that could significantly reduce risks and mature an 

organization’s cybersecurity program. 

Theme 5: Project Management Office. Participants believed that the PMO could play a 

vital role in the AI adoption journey within the energy sector. P4 and P12 expressed that the 

PMO should serve as a strategic enabler by leading the establishment of an AI governance 

structure closely aligned with the cybersecurity risk management framework, embedding AI best 

practices into projects, and implementing AI policies, standards, and methods to minimize AI-

related risks. P9, P11, and P12 emphasized that the PMO needs to engage early by aligning with 

the AI Governance Group, integrating AI oversight, and applying its deep expertise in managing 

AI adoption risks. P10 highlighted that the PMO’s experience in navigating complex 

environments would be a value-add in mitigating cybersecurity risks when collaborating with 

cybersecurity professionals. P7 articulated, “I strongly believe that the PMO is essential for 

project success. It also plays a key role in minimizing risk, especially when it comes to vendors 

working on our projects. We ensure they are compliant with our cybersecurity standards and that 

their work is performed safely and securely.” Additionally, participants P7 and P9 noted that 
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organizations in the energy sector are generally open to supporting peer organizations, unlike in 

many other industries, and could benefit from sharing insights during the AI adoption journey. 

Evaluation of the Findings 

This study aimed to address the challenges faced by the energy sector in adopting AI in 

the transformation journey due to cybersecurity issues.  The evaluation of the findings aligned 

with the existing research and the conceptual framework discussed in chapters 1 and 2. All 12 

participants included in the study were from the energy sector, with at least 5 years of 

experience, and possessed relevant expertise and knowledge. The findings are consistent with 

existing research that underscores the importance of Trustworthy AI requirements and context-

driven risk management in AI adoption, as reflected in the works of Vyhmeister & Castane 

(2024) and Melaku (2023). Notably, the findings align with the TAI-Cybersecurity PRM, which 

integrates Trustworthy AI principles into the risk management process. The study’s findings 

align with the Industry 5.0 paradigm, which shifts the emphasis away from the 

digital-automation model of Industry 4.0 toward a human-centric AI framework. 

The findings align with Bedué and Fritzsche’s (2021) conceptualization that building 

trust in AI differs fundamentally from building trust in traditional technologies, due to AI’s 

transformative potential to revolutionize business processes and decision-making. The emphasis 

on understanding organizational context is particularly significant, as it enables the alignment of 

security risk strategies with the broader enterprise risk appetite and tolerance. Participants 

highlighted that the PMO plays a pivotal role in integrating and ensuring Trustworthy AI within 

the risk management process, thereby strengthening the organization’s security posture through 

the systematic identification, assessment, and mitigation of AI-specific risks.  
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RQ1  

How can PMOs assist in mitigating cybersecurity risks when adopting AI in transitioning 

to renewable energy sources in the energy sector?  

RQ1 explored how PMOs might assist in mitigating cybersecurity risks in the AI 

adoption journey in the energy sector. All participants highlighted the importance of establishing 

Trustworthy AI practices through a formal governance structure with representation from cross-

functional teams, including legal, IT, cybersecurity, enterprise risk management, and other key 

stakeholders. They also emphasized updating existing cybersecurity policies and programs to 

include responsible AI use. This aligned with the TAI-Cybersecurity PRM framework’s 

Trustworthy AI step, which highlighted the use of TAI principles to build trustworthy AI 

systems. Consistent with Mobayo et al. (2021) and Danks and Trusilo (2023), this study found 

that the absence of AI policies and regulations poses a significant barrier to adoption. 

Additionally, the respondents underscored the need for robust validation, verification, and 

resilience of AI systems due to the high-stakes nature of energy infrastructure, highlighting the 

importance of addressing data uncertainty and model robustness throughout the AI lifecycle. 

This is consistent with Danish’s (2023) findings on the need for high-quality data in AI systems, 

which must be validated through robust measures, such as encryption, to ensure availability and 

support accurate predictions. 

The findings indicated that, while the adoption of AI offers significant benefits, such as 

supporting the modernization of energy delivery systems, improving reliability, and reducing 

energy costs, it also expands the attack surface. This necessitates a risk-based approach to 

identify which systems and business processes are critical for maintaining business continuity. 

This is aligned with the TAI-Cybersecurity PRM framework’s Context Understanding step, 
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which suggests that understanding an organization’s context is crucial for effectively aligning the 

security risk management strategy to improve its security posture. Participants said that the data-

driven nature of AI introduces new risks that differ from traditional cybersecurity threats, 

requiring a robust risk management framework to manage and govern these risks. This is 

consistent with Necula’s (2023) findings, which highlighted that AI-driven cyberattacks pose 

new challenges, including adversarial AI and the manipulation of AI models, while also 

amplifying traditional methods such as phishing, malware, and data manipulation. 

The findings also revealed that the PMO could play a vital role in the AI adoption 

journey within the energy sector by serving as a strategic enabler, leading the establishment of an 

AI governance structure aligned with the cybersecurity risk management framework, embedding 

AI best practices into projects, and implementing AI policies, standards, and methods to 

minimize AI-related risks. This is consistent with the findings of Silvius (2021) and Ichsan et al. 

(2023), who suggested that PMOs serve as strategic enablers by establishing standards and 

improving organizational and project performance. Most participants responded that the PMO 

should engage early by aligning with the AI Governance Group, integrating AI oversight, and 

leveraging its expertise in managing AI adoption risks. They also mentioned that PMOs’ 

experience in navigating complex environments can add significant value in mitigating 

cybersecurity risks, particularly when working collaboratively with cybersecurity professionals. 

This is supported by the TAI-Cybersecurity PRM framework, which emphasizes the use of risk 

management steps, including conducting risk assessments, selecting risk mitigation options 

based on the organization’s risk appetite, and establishing KPIs specific to TAI requirements to 

effectively mitigate cybersecurity risks. 
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Summary 

This chapter provided an in-depth exploration of mitigating cybersecurity risks in the AI 

adoption journey in the energy sector by interviewing experts in the energy sector in the United 

States who held expertise in cybersecurity, AI, project management, and PMO, and the reports 

published by the Department of Energy on AI & Cybersecurity in the energy sector. The results 

were organized into five themes that contributed to the mitigation of cybersecurity risks in the AI 

adoption journey in the energy sector, which included Trustworthy AI, Context Understanding, 

Cybersecurity Risks, Risk Management, and Project Management Office.  

 The AI adoption in the energy sector faces high challenges due to the high consequences 

of energy systems failures, as it affects daily lives and national security. The chapter offered 

valuable insights into how the risks associated with AI technology are different from traditional 

cybersecurity risks and provided insights into how these new AI-related risks can be mitigated 

and the role of PMO in helping with mitigation efforts. Building on the findings from the 

analysis of the expert insights, it sets the stage for the next chapter. Chapter 5 will synthesize 

findings, highlight practical implications, propose recommendations for the energy sector to 

mitigate cybersecurity risks in the AI adoption journey, and outline avenues for future research.   
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Chapter 5: Implications, Recommendations, and Conclusions 

Many organizations in the energy sector increasingly rely on effective project 

management offices (PMOs) to drive reform, ensure strategic alignment, and achieve successful 

project execution. PMOs play a crucial role in managing the complexity of large-scale projects, 

particularly as the sector shifts toward renewable energy sources, infrastructure modernization, 

and sustainability goals. Brandes et al. (2023) emphasized that, given the current climate crisis, 

leveraging AI to manage projects in the energy sector is essential as the industry adopts 

renewable energy technologies. Similarly, the U.S. Department of Energy (DOE) envisions AI as 

a critical enabler for grid modernization and achieving decarbonization goals through renewable 

energy transformation projects. 

The problem addressed in this study was the energy sector’s challenges in adopting AI to 

meet decarbonization targets by 2030 due to cybersecurity concerns. The IPCC stressed the 

urgency of substantial carbon emission reductions by 2030 to prevent the most severe 

consequences of climate change (U.S. Net Zero Plan, 2024). Reinforcing this urgency, Renshaw 

(2023), in written testimony to the U.S. House Energy & Commerce Committee, discussed 

pressing challenges of cybersecurity and data breaches in adopting AI within the energy sector. 

Cybersecurity is particularly critical because of the sector’s pivotal role in national security, 

economic stability, and public safety (CISA, 2024). With energy infrastructure becoming 

increasingly digital and interconnected, the sector has become a prime target for cyberattacks. 

Disruptions caused by such attacks can lead to devastating outcomes, including blackouts, 

economic instability, and risks to public safety.  

The purpose of this qualitative study was to explore how PMOs in the energy sector 

might assist in mitigating cybersecurity risks associated with AI adoption during the transition to 
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renewable energy as the industry works to meet its decarbonization goals. By examining 

industry-specific regulatory requirements, secure design requirements, project management 

maturity, PMO leadership, organizational structure, and service delivery mechanisms, this study 

provided insights into how PMOs could align with strategic business objectives, ensure 

sustainable benefits, and overcome challenges specific to the energy sector in the United States. 

A qualitative methodology and exploratory case study design were selected for their suitability in 

examining the specific case of the PMO’s role in mitigating cybersecurity risks during AI 

adoption to facilitate the renewable energy transition within the energy sector. The results of this 

qualitative exploratory case study were derived from semi-structured interviews with 12 

participants and an analysis of U.S. Department of Energy (DOE) reports on AI and 

cybersecurity. Participants were selected for their relevant expertise, with eligibility requiring at 

least 5 years of experience in the U.S. energy sector and current roles as PMO leaders, project or 

program managers, cybersecurity professionals, AI experts, or organizational leaders. 

The study was guided by four key assumptions. First, participants were expected to 

provide truthful responses, even if they held biases against their organizational culture or PMO. 

Second, they were assumed to have relevant expertise in PMO, AI, cybersecurity, and project 

and program management to offer meaningful insights. Third, the semi-structured interview 

guide was expected to generate rich data and support in-depth discussions that would strengthen 

the findings. Finally, the TAI-Cybersecurity PRM framework was assumed to be suitable for 

addressing cybersecurity risks in AI adoption within the energy sector.  

The study utilized purposive sampling to recruit participants from the energy sector with 

expertise in AI, PMO, cybersecurity, and project and program management. Data saturation was 

achieved after 12 interviews. Although the small sample size was appropriate for an exploratory 
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study, it limited broader representation and reduced generalizability. To minimize the Hawthorne 

effect, participants’ responses were anonymized.  

The study had several limitations. Because its focus was restricted to a single case, the 

energy sector in the United States, it lacked generalizability. Future research could expand to 

other industries and geographic contexts to enhance generalizability. In addition, the study 

examined only cybersecurity risks in AI adoption, excluding other types of risks. To address 

potential researcher bias stemming from the researcher’s senior leadership role in the energy 

sector, memo writing was leveraged to maintain objectivity. 

This chapter brings together the exploration of the role of PMOs in the AI adoption 

journey within the energy sector. In Chapter 4, the analysis of the data collected was grounded in 

existing research and the TAI-Cybersecurity PRM conceptual framework, which integrates 

trustworthy AI principles into the risk management process. The findings were organized into 

five themes: trustworthy AI, context understanding, cybersecurity risks, risk management, and 

the project management office (PMO). Building on the evaluation of these findings, this chapter 

discusses their implications and provides recommendations for practice. It also identifies 

directions for future research based on the study’s limitations. In conclusion, this chapter 

synthesizes the research process, from the initial problem statement through the analysis of the 

findings’ implications, underscoring the significance of the study and its contributions to 

practice. 

Implications 

The PMO plays a crucial role in ensuring that projects are aligned with organizational 

objectives, adhering to best practices, and are completed on time and within budget (Project 

Management Institute, 2021, p. 211). Through the evaluation of the findings, valuable insights 
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were generated regarding the role of PMOs in AI adoption within the energy sector. These 

findings were organized into five themes, addressing the research question while being grounded 

in existing research and the TAI-Cybersecurity conceptual framework. The TAI-Cybersecurity 

PRM framework integrates TAI requirements into cybersecurity risk management practices to 

effectively mitigate risks associated with AI adoption. This framework incorporates context-

based cybersecurity risk management into the established TAI-PRM process, providing a 

comprehensive approach that enhances the overall security posture when implementing AI 

technologies and ensures that specific risks are systematically identified, assessed, and mitigated. 

The findings of this study supported the work of Vyhmeister and Castane (2024) on integrating 

TAI requirements into risk management practices through a TAI-PRM framework based on 

failure mode and effect analysis and the ISO 31000 standard. While their study focused solely on 

the manufacturing sector, this research extended the applicability to the energy sector. 

Research Question 1 

How can PMOs assist in mitigating cybersecurity risks when adopting AI in transitioning 

to renewable energy sources in the energy sector?  

Theme 1: Trustworthy AI. This theme underscored the need to build trustworthy AI 

systems by defining and implementing trustworthy AI requirements. Participants shared several 

approaches to building trustworthy AI systems, including: (a) establishing an AI governance 

body with representation from relevant stakeholders; (b) creating AI policies, standards, and 

guidelines; (c) providing end-user training on responsible AI use; (d) validating third-party AI 

tools; and (e) validating and verifying AI methods throughout the AI life cycle. Participants 

further highlighted that building trustworthy AI systems requires continuous oversight and 

adherence to these practices. 
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Participants emphasized the importance of establishing AI governance bodies that include 

representatives from multiple departments, such as legal, IT, enterprise risk management, 

cybersecurity, and other key stakeholders, to define acceptable AI use policies and monitor 

adherence. They noted that, similar to existing acceptable use policies for internet and data 

usage, their organizations apply acceptable use guidelines for AI technologies. Participants also 

stated that the National Institute of Standards and Technology (NIST) AI Risk Management 

Framework and the Open Worldwide Application Security Project’s (OWASP) Top 10 Non-

Human Identities (NHI) may assist organizations in implementing trustworthy AI systems. 

Furthermore, they reported that their organizations use third-party AI tools designed and tested in 

alignment with trustworthy AI principles. The U.S. Department of Energy report emphasized 

that, given the highly consequential nature of energy infrastructure, AI methods must be 

validated and verified throughout the AI life cycle. The report also underscored the importance 

of characterizing uncertainties in measurement data and forecasts when making decisions and 

ensuring that AI systems remain resilient to interference. 

Theme 2: Context Understanding. This theme revealed that while AI technologies offer 

significant benefits, they also expand the organizational risk surface, necessitating a risk-based 

approach for effective management. Participants discussed how AI technologies broaden the 

attack surface for threat actors and emphasized the need for risk-based strategies when 

implementing AI systems. They noted that AI-driven information and communication 

technology (ICT) systems introduce cybersecurity, regulatory, and compliance risks that require 

strong governance. Unlike traditional technologies that are centrally controlled, AI tools can be 

accessed and used more broadly across the organization, further increasing the risk surface. 

Participants highlighted that tasks such as threat management, threat monitoring, and endpoint 
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monitoring, typically requiring significant human effort, can be enhanced by AI to deliver faster, 

deeper, and more accurate results. However, they cautioned that AI use may also inadvertently 

expand the attack surface, requiring continuous monitoring. The U.S. Department of Energy 

report reinforced this perspective, recommending that distribution system owners and oversight 

bodies adopt a risk-based approach to identify critical assets and establish appropriate 

cybersecurity baselines. 

Theme 3: Cybersecurity Risks. This theme highlighted that AI technologies diverge 

from traditional technology stacks and bring novel cybersecurity risks that necessitate a 

comprehensive risk management framework. Participants, along with reports from the U.S. 

Department of Energy, identified AI-related risks arising from (a) lack of checks and balances, 

(b) poor governance, (c) rogue use of AI tools, (d) unintentional failure modes of AI, (e) 

adversarial attacks, and (f) compromise of the AI supply chain. Participants cautioned that 

trusting AI technologies without appropriate safeguards could result in serious consequences, 

particularly in the energy sector, where operations directly affect the daily lives of millions. They 

further warned that poor governance and the unauthorized or rogue use of AI tools may 

exacerbate cybersecurity vulnerabilities.  

Recognizing the severity of these risks, the U.S. Department of Energy categorized AI-

related risks into four major areas. The first involves unintentional failure modes of AI, such as 

skewed outputs from poor-quality or limited sensor data, inaccurate predictions during 

unforeseen events, misalignment between AI system design and organizational objectives due to 

insufficient human oversight, and the increased energy consumption associated with large-scale 

AI models. The second area concerns adversarial attacks that exploit the data-driven nature of AI 

systems, including poisoning attacks that manipulate training data to induce faulty behaviors, 
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evasion attacks where adversarial inputs mimic valid data to alter outputs (e.g., generating 

incorrect energy pricing), and data extraction attacks that expose sensitive energy infrastructure 

information. The third area addresses hostile AI applications, including the unauthorized or 

malicious use of AI tools that undermine organizational security and governance. Finally, the 

fourth area highlights risks associated with the compromise of the AI software supply chain, 

wherein adversaries exploit vulnerabilities in AI development and deployment processes, using 

compromised components as entry points to infiltrate and disrupt energy systems. 

Theme 4: Risk Management. This theme revealed that organizations are leveraging risk 

management frameworks to manage and govern cybersecurity risks. Participants, supported by 

reports from the U.S. Department of Energy (DOE), highlighted approaches to mitigating AI-

related risks, including (a) foundational risk management frameworks, (b) cybersecurity best 

practices, and (c) cybersecurity priority baselines. Participants widely agreed on using the NIST 

framework as the foundation for risk management and indicated potential future use of the NIST 

AI Risk Management Framework when engaging with third-party suppliers. 

Participants recommended implementing tailored cybersecurity controls based on the 

NIST AI Risk Management Framework in AI implementation projects. Acknowledging the 

immaturity of current defense techniques to address evolving AI risks, the DOE report 

emphasized the importance of cybersecurity best practices such as end-user training, data 

curation, access controls, and human oversight. Additionally, the DOE report recommended 

establishing cybersecurity priority baselines to securely manage assets, accounts, networks, and 

suppliers. 

Theme 5: Project Management Office (PMO). This theme provided valuable insights 

into the role of project management offices (PMOs) in the energy sector. Participants strongly 
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emphasized that PMOs play a critical role in the AI adoption journey. Specifically, they 

highlighted that PMOs can (a) support the establishment of AI governance structures, (b) embed 

cybersecurity best practices into AI projects, (c) implement AI policies and standards, (d) engage 

early and remain involved throughout the AI lifecycle, (e) leverage their expertise in navigating 

complex environments, and (f) foster knowledge sharing among peer organizations.  

Participants underscored that PMOs should act as strategic partners by leading 

governance initiatives, embedding best practices, and enforcing policies to mitigate AI-related 

risks. They emphasized the importance of early engagement and the application of PMO 

expertise throughout AI implementation. Participants also noted that the PMO’s experience in 

managing complex environments is crucial for successful AI adoption and effective risk 

management, particularly when working with third-party suppliers while adhering to 

cybersecurity standards. Finally, they highlighted that collaboration among peer organizations in 

the energy sector offers valuable opportunities for knowledge sharing. 

Recommendations for Practice 

 Based on the findings, several practice recommendations emerged. These are organized 

into five categories: building trustworthy AI, utilizing a risk-based approach, mitigating 

cybersecurity risks, enhancing awareness of AI-related risks, and engaging the PMO in the AI 

adoption process. The recommendations are grounded in existing research and the TAI-

Cybersecurity PRM framework. 

Build Trustworthy AI. The findings indicate the importance of defining and 

implementing trustworthy AI in mitigating cybersecurity risks. This is supported by the 

integration of TAI into risk management practices, as suggested by Vyhmeister and Castane 

(2024), and is aligned with the TAI-Cybersecurity PRM framework’s Trustworthy AI step, 
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which highlights the use of TAI principles to build trustworthy AI systems. Based on the 

findings, it is recommended to establish a robust governance structure to oversee and monitor the 

responsible use of AI within organizations. An AI governance body should be established with 

representation from key stakeholders, including Information Technology, Legal, Enterprise Risk 

Management, Cybersecurity, and other relevant functions. This body would be responsible for 

creating policies, standards, and guidelines related to the responsible use of AI. In addition, 

based on the findings, it is recommended to validate third-party AI tools before their widespread 

adoption across the organization. Organizational users are also required to be trained in the 

responsible use of AI. Given the potentially severe consequences of energy system failures, it is 

recommended that AI methods and systems be validated and verified throughout the lifecycle of 

data and model development. 

Utilize a Risk-Based Approach. While the adoption of AI brings significant benefits to 

the energy sector, such as modernizing energy delivery systems, improving reliability, and 

reducing energy costs, it also expands the attack surface. Based on the findings, it is 

recommended to adopt a risk-based approach to managing these risks effectively. In addition, it 

is suggested that distribution system owners and oversight bodies identify the most critical assets 

and ensure that appropriate cybersecurity baselines are implemented. This aligns with the 

analyses of risk influences proposed by Bashir et al. (2023) and Cheng and Darsa (2021) and 

with the TAI-Cybersecurity PRM framework’s Context Understanding step, which emphasizes 

that understanding an organization’s context is crucial for effectively aligning the security risk 

management strategy to improve its security posture. 

Enhance the Awareness of AI Risk Factors. The findings indicate the importance of 

increasing awareness of AI risk factors to ensure that appropriate mitigation strategies are 
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applied. They also indicate that AI-related risks may stem from insufficient checks and balances, 

weak governance, unauthorized use of AI tools, unintentional failure modes, adversarial attacks, 

and vulnerabilities in the AI supply chain. Based on the findings, it is recommended to maintain 

ongoing human oversight and interaction when integrating AI into transformation projects. It 

also cautions against risks such as skewed model outputs caused by limited or poor-quality 

sensor data, inaccurate predictions during unforeseen events, misalignment between AI system 

design and organizational goals due to inadequate human oversight, and increased energy 

consumption associated with large AI models. These concerns are supported by Necula (2023) 

and Vulpe et al. (2024), who highlighted the macro- and micro-level impacts of AI systems that 

require proactive risk awareness and align with the TAI-Cybersecurity PRM framework’s Risk 

Assessment step. 

Mitigate Cybersecurity Risks. Based on the findings, it is recommended to adopt a 

robust risk management framework as a foundation while tailoring appropriate cybersecurity and 

AI controls to mitigate risks. This is supported by Melaku’s (2023) work on leveraging a 

context-based cybersecurity framework to mitigate risks and align with the TAI-Cybersecurity 

PRM framework’s Risk Management steps. Cybersecurity risk management (CRM) is a 

systematic approach to identifying, analyzing, and addressing cybersecurity threats and 

vulnerabilities within an organization to safeguard assets and maintain resilience against 

cyberattacks (Lee, 2021). Because defense techniques for addressing AI-related risks are still 

immature, organizations are encouraged to adopt cybersecurity best practices, including end-user 

training, access controls, data curation, and human oversight. Additionally, it is recommended to 

establish cybersecurity priority baselines to securely manage assets, accounts, networks, and 

suppliers. 
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Engage PMO Early in the AI Adoption Journey. The evaluation of findings indicates 

that project management offices (PMOs) may play an important role in the AI adoption journey 

within the energy sector, aligning with the research of Sandhu et al. (2019) and Khafri et al. 

(2022) on defining PMO functions and with the TAI-Cybersecurity PRM framework’s Risk 

Management steps. Based on the findings, it is recommended that, as strategic enablers, PMOs 

support the establishment of AI governance structures and implement policies and standards to 

promote trustworthy AI systems. PMOs are encouraged to engage early and remain involved 

throughout the AI lifecycle, leverage their expertise to navigate complex environments and 

mitigate risks, embed cybersecurity best practices into AI projects, and foster knowledge sharing 

among peer organizations in the energy sector. 

Recommendations for Future Research  

Drawing on the study’s limitations, several potential research opportunities are identified. 

These included expanding the scope to enhance the generalizability of the findings, examining 

additional risks such as ethical, privacy, and safety concerns, investigating the impact of 

evolving AI regulations, and conducting quantitative studies. Building on this study’s findings, 

future researchers could pursue these directions to advance knowledge and strengthen 

contributions to theory and practice. 

Enhance the Generalizability of The Findings. While this study focused on the role of 

PMOs in the AI adoption journey within the energy sector in the United States, future research 

could be expanded geographically and across industries. Future studies could also examine the 

role of PMOs in AI adoption in both developed and developing countries and within 

organizations of varying sizes. As Müller et al. (2024) noted, 76% of 2,314 professionals from 

129 countries strongly believed that AI would transform project management. Such expansion 
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would provide deeper insights into how PMOs might support AI adoption under different 

organizational, cultural, economic, and political contexts, thereby enhancing the generalizability 

of the findings. 

Broaden the Scope to Include Other Risks. This study focused on building trustworthy 

AI to mitigate cybersecurity risks in the AI adoption journey; however, future research could 

expand to include other risks, such as ethical, privacy, and safety risks. As suggested by 

Vyhmeister & Castane (2024), the concept of trustworthy AI, built on foundational principles of 

validation and reliability, safety, security, privacy, explainability and interpretability, fairness 

with bias mitigation, transparency, and accountability, is crucial to maximizing societal benefits 

while minimizing risks. Building on this study’s findings and expanding the scope to include 

additional risks would provide organizations with a more comprehensive view of how to develop 

risk-conscious, trustworthy AI. 

Investigate the Effect of Changing AI Laws. Future research could examine the effect 

of changing AI laws on adoption and how PMOs might assist organizations in navigating 

evolving regulatory requirements while ensuring both compliance and value delivery. As 

outlined by House (2023), challenges related to AI misinformation, environmental sustainability, 

and the labor market require international cooperation and interoperable governance. Building on 

this study’s findings by expanding the scope to include regulatory requirements would enable 

organizations to strengthen compliance efforts while also supporting national security. 

Quantitative Study. This research utilized a qualitative methodology and an exploratory 

case study design to draw on the real-life experiences and knowledge of experts. Future research 

could utilize quantitative methodologies to investigate cause-and-effect relationships and 

confirm or disprove assumptions through hypothesis testing (Bloomberg & Volpe, 2018). 



80 

 

 

Building on this study’s findings and analyzing them quantitatively would provide organizations 

with both qualitative and quantitative data to inform AI adoption decisions. 

Conclusions 

This study examined the role of Project Management Offices (PMOs) in the AI adoption 

journey within the energy sector and their contribution to mitigating cybersecurity risks. The 

results indicated the importance of defining and implementing trustworthy AI requirements, 

consistent with existing research and the TAI-Cybersecurity PRM framework, to support the 

development of trustworthy AI systems. Given the potentially severe consequences of energy 

system failures, it is recommended that AI methods and systems be validated and verified 

throughout the entire lifecycle of data and model development. Based on the results, it is further 

recommended that organizations establish a robust governance structure to oversee and monitor 

the responsible use of AI. 

Although AI adoption offers significant benefits to the energy sector, such as 

modernizing energy delivery systems, improving reliability, and reducing costs, it has also 

expanded the attack surface. To manage these risks effectively, a risk-based approach is 

recommended, along with raising awareness of AI-specific risk factors to ensure appropriate 

mitigation strategies. These risks may arise from poor governance, inadequate checks and 

balances, unauthorized use of AI tools, unintentional system failures, adversarial attacks, or 

vulnerabilities in the AI supply chain. The results indicated the ongoing need for human 

oversight and intervention when integrating AI into transformation projects, as well as the 

importance of adopting a comprehensive risk management framework as a foundation while 

tailoring cybersecurity and AI controls to specific organizational contexts. Because defense 

techniques for addressing AI-related risks remain immature, organizations are encouraged to 
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implement proven cybersecurity practices, such as end-user training, access controls, data 

curation, and human oversight. Based on the findings, it is recommended that, as strategic 

enablers, PMOs support the establishment of AI governance structures and implement policies 

and standards to promote trustworthy AI systems.  

While this study focused on the role of PMOs in AI adoption in the U.S. energy sector, 

future research could extend to other industries and geographic regions. Broader categories of 

risk, including ethical, privacy, and safety concerns, should also be examined. In addition, future 

studies might investigate the impact of evolving AI regulations on adoption and assess how 

PMOs could support organizations in maintaining compliance while ensuring value delivery. 

Finally, quantitative research could complement these findings by testing cause-and-effect 

relationships and validating assumptions through hypothesis-driven analysis. 
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Appendix A  

 Interview Protocol 

Introduction: Hello, and thank you for agreeing to participate in this interview today.  My name 

is Antony Amalraj, and I am a doctoral student at National University conducting my 

dissertation research.  

This interview is expected to last 30-45 minutes. I will be recording our discussion and taking 

notes to make sure I have complete information. Your responses will be held in confidence.  

Consent: I would like to review the consent letter with you before we begin the interview.   

Do you agree to participate in the study?  

Participant: Yes _____ or  No_______ 

Lead into the Interview: Thank you.  I am interested in exploring the role of PMOs in the AI 

adoption journey within the energy sector, and your individual answers will not be shared with 

anyone. Your perspectives and experiences are important to understanding the role of PMOs in 

mitigating cybersecurity risks in the AI adoption journey within the energy sector.  

Do you have any questions before we get started? 

Warm-up questions:  

• Do you have any questions about this research? 

• What do you enjoy most about working in the energy sector?  

Complex questions:  

1. How do AI-driven transformation projects impact your organization’s cybersecurity risk 

landscape? 

2. How does your organization define and implement Trustworthy AI principles, 

specifically focusing on security in AI adoption? 
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3. What cybersecurity risks have been identified in AI-driven transformation projects? 

4. What risk management frameworks are used to mitigate cybersecurity risks? 

5. How does your PMO ensure cybersecurity risk management is integrated into AI 

adoption projects? 

6. How does your PMO collaborate with cybersecurity and AI teams to ensure effective 

integration and risk management? 

7. How do you see the role of PMOs evolving as AI adoption in the energy sector continues 

to grow? 

8. What recommendations would you give to organizations looking to strengthen PMO 

involvement in AI adoption and cybersecurity risk management? 

Conclusion: Thank you for taking the time to meet with me today and to share your 

perspectives/experiences on the role of PMOs in the AI adoption journey within the energy 

sector.   

Debriefing questions: 

1. Do you have any questions or concerns? 

2. Is there anything you would like to add or clarify about the role of PMOs in mitigating 

cybersecurity risks in the AI adoption journey? 
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Appendix B  

Consent Form 

My name is Antony Amalraj, and I am a doctoral student at National University (NU).  

 

I’m asking you to take part in a research study about mitigating cybersecurity risks in the AI 

adoption journey within the energy sector. The name of this research is “The Role of PMOs in 

the AI Adoption Journey in the Energy Sector.” 

 

You may participate in this research if you meet all of the following criteria: 

• Age 18 or older 

• At least 5 years of experience in the energy sector 

• Employment at a U.S.-based energy company 

• Holding a role as a PMO leader, Project Manager, Program Manager, Cybersecurity 

Professional, AI expert, or Organizational Leader 

I hope to include 15 people in this research. 

Please read this form carefully and ask any questions you may have before agreeing to take part 

in the study.  

 

What you will be asked to do: If you agree to be in this study, you will be asked to do the 

following activities: 

1. Participate in a 1:1 online interview over Zoom or Microsoft Teams for 30-45 minutes. 

2. Review your interview transcript via email for 10-15 minutes. 

During these activities, you will be asked questions about: 



99 

 

 

• Your experience with adopting AI in transformation projects within the energy sector, 

including any challenges faced, cybersecurity risks encountered, and the mitigation 

strategies implemented.  

• Role of Project Management Offices (PMO) in planning and executing transformation 

projects.  

 

Risks: There are no foreseeable risks or discomforts associated with this research.  

If you participate, there are no direct benefits to you. This research may increase the body of 

knowledge in the subject area of this research. 

Recording:  

I would like to audio record your responses with Zoom or Microsoft Teams during the interview. 

You can disable the video function of the online meeting platform at any time.   

Confidentiality: I will keep the records of this study private and take reasonable measures to 

protect the security of all your personal information. In any report I make public, I will not 

include any information that will make it possible to identify you. I will securely store your data 

for 3 years. Then, I will delete electronic data and destroy paper data. 

 

Taking part is voluntary: Participation in this study is completely voluntary. You may quit at 

any time. 

 

If you have questions: Please ask any questions you have now. If you have questions later, you 

may contact me at A.Amalraj8996@o365.ncu.edu or at 248.798.3777. 

mailto:A.Amalraj8996@o365.ncu.edu
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If you have any questions or concerns regarding your rights as a subject in this study, you may 

contact the Institutional Review Board (IRB) via email at irb@nu.edu  

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

mailto:irb@nu.edu
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Appendix C  

Social Media Post 

My name is Antony Amalraj, and I am a doctoral student at National University. I am conducting 

a research study to explore the role of PMOs in the AI Adoption Journey in the Energy Sector. 

I am recruiting individuals who meet all of these criteria: 

• Age 18 or older 

• At least 5 years of experience in the energy sector 

• Employment at a U.S.-based energy company 

• Holding a role as a PMO leader, Project Manager, Program Manager, Cybersecurity 

Professional, AI expert, or Organizational Leader 

If you decide to participate in this study, you will be asked to do the following activities: 

3. Participate in a 1:1 online interview over Zoom or Microsoft Teams for 30-45 minutes. 

4. Review your interview transcript via email for 10-15 minutes. 

During these activities, you will be asked questions about: 

• Your experience with adopting AI in transformation projects within the energy sector, 

including any challenges faced, cybersecurity risks encountered, and the mitigation 

strategies implemented.  

• Role of Project Management Offices (PMO) in planning and executing transformation 

projects.  

 

If you are interested in participating in this study, or have questions, please contact me at 

A.Amalraj8996@o365.ncu.edu or at 248.798.3777. 

Thank you for considering participating in this voluntary research! 

mailto:A.Amalraj8996@o365.ncu.edu
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Antony Amalraj 
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Appendix D  

Field Test Findings and Summary 

Field Test Findings and Summary Form 

Researcher’s Name: Antony Amalraj 

Title of the Study: The Role of PMOs in the AI Adoption Journey in the Energy Sector: 

An Exploratory Case Study 

 

Dissertation Chair’s Name: Dr. Sharon Kimmel 

 

Date: 5/9/2025 

 

 

Instructions: Please answer all the questions below. 

 

1a. How many experts participated in the field test?  

Two experts participated in the field test. 

 

 

 

 

1b. Identify each participants expertise relevant to the proposed research study topic and/or 

methodology. 
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Expert#1: This expert participant had over 30 years of experience in the energy sector, held 

senior roles such as Chief Information Security Officer (CISO) and Area Vice President, and 

possessed expertise in cybersecurity, AI, PMO, and project management. 

 

Expert#2: This expert participant had 14 years of experience in the energy sector, held a senior 

role as Director of Enterprise Security PMO, and possessed expertise in PMO, cybersecurity, 

AI and project management. 

 

 

 

2. Please summarize the field test findings and, if applicable, changes to the data collection 

instrument.  If no changes were made, then indicate ‘no changes.’ 

No changes. The experts provided feedback that the interview protocol was concise and 

included reasonable questions. They strongly believed that the interview guide would capture 

sufficient information to address the concepts being studied, and they agreed that the 

terminology used throughout the guide was familiar to the participants of interest. 

 

 

 

 

3. For the actual dissertation study, are you revising any of the sampling/recruitment 

procedures and research procedures that you wrote in the Dissertation Proposal?  

       ___ Yes          __X__ No 
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(Please answer yes or no.  If you answer yes, please summarize what procedures you 

are changing and the rationale.  

 

 

 

 

 

 

4. What other changes (from the Dissertation Proposal proposed study plan) for the actual 

dissertation research study are you proposing to implement based on what you learned in 

the field test?  

 

No changes. 

 

 

 

Signature of Student Researcher: 

 

Date: 5/9/25 

Signature of the Dissertation Chair:  Sharon R. Kimmel, Ph.D., ASCE 

Date:  16 May 2025. 
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Appendix E  

U.S. Department of Energy’s Reports on AI and Cybersecurity 
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Appendix F  

National University IRB Approval Letter 

 

 


